[MS-RAP]:

Remote Administration Protocol

Intellectual Property Rights Notice for Open Specifications Documentation

* Technical Documentation. Microsoft publishes Open Specifications documentation (“this
documentation”) for protocols, file formats, data portability, computer languages, and standards
support. Additionally, overview documents cover inter-protocol relationships and interactions.

* Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you can make copies of it in order to develop implementations of the technologies
that are described in this documentation and can distribute portions of it in your implementations
that use these technologies or in your documentation as necessary to properly document the
implementation. You can also distribute in your implementation, with or without modification, any
schemas, IDLs, or code samples that are included in the documentation. This permission also
applies to any documents that are referenced in the Open Specifications documentation.

* No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.

* Patents. Microsoft has patents that might cover your implementations of the technologies
described in the Open Specifications documentation. Neither this notice nor Microsoft's delivery of
this documentation grants any licenses under those patents or any other Microsoft patents.
However, a given Open Specifications document might be covered by the Microsoft Open
Specifications Promise or the Microsoft Community Promise. If you would prefer a written license,
or if the technologies described in this documentation are not covered by the Open Specifications
Promise or Community Promise, as applicable, patent licenses are available by contacting
iplg@microsoft.com.

* License Programs. To see all of the protocols in scope under a specific license program and the
associated patents, visit the Patent Map.

* Trademarks. The names of companies and products contained in this documentation might be
covered by trademarks or similar intellectual property rights. This notice does not grant any
licenses under those rights. For a list of Microsoft trademarks, visit
www.microsoft.com/trademarks.

* Fictitious Names. The example companies, organizations, products, domain names, email
addresses, logos, people, places, and events that are depicted in this documentation are fictitious.
No association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferred.

Reservation of Rights. All other rights are reserved, and this notice does not grant any rights other
than as specifically described above, whether by implication, estoppel, or otherwise.

Tools. The Open Specifications documentation does not require the use of Microsoft programming
tools or programming environments in order for you to develop an implementation. If you have access
to Microsoft programming tools and environments, you are free to take advantage of them. Certain
Open Specifications documents are intended for use in conjunction with publicly available standards
specifications and network programming art and, as such, assume that the reader either is familiar
with the aforementioned material or has immediate access to it.

Support. For questions and support, please contact dochelp@microsoft.com.

1/132

[MS-RAP] - v20170915

Remote Administration Protocol
Copyright © 2017 Microsoft Corporation
Release: September 15, 2017


http://go.microsoft.com/fwlink/?LinkId=214445
http://go.microsoft.com/fwlink/?LinkId=214445
http://go.microsoft.com/fwlink/?LinkId=214448
mailto:iplg@microsoft.com
https://msdn.microsoft.com/en-us/openspecifications/dn750984
http://www.microsoft.com/trademarks
mailto:dochelp@microsoft.com

Revision Summary

Revision Revision
Date History Class Comments
3/2/2007 1.0 New Version 1.0 release
4/3/2007 1.1 Minor Version 1.1 release
5/11/2007 1.2 Minor Version 1.2 release
6/1/2007 1.2.1 Editorial Changed language and formatting in the technical content.
7/3/2007 2.0 Major Updated and revised the technical content.
8/10/2007 2.0.1 Editorial Changed language and formatting in the technical content.
9/28/2007 2.0.2 Editorial Changed language and formatting in the technical content.
10/23/2007 | 3.0 Major Converted document to unified format.
1/25/2008 4.0 Major Updated and revised the technical content.
3/14/2008 5.0 Major Updated and revised the technical content.
6/20/2008 6.0 Major Updated and revised the technical content.
7/25/2008 7.0 Major Updated and revised the technical content.
8/29/2008 8.0 Major Technical clarifications.
10/24/2008 | 8.0.1 Editorial Changed language and formatting in the technical content.
12/5/2008 9.0 Major Updated and revised the technical content.
1/16/2009 10.0 Major Updated and revised the technical content.
2/27/2009 11.0 Major Updated and revised the technical content.
4/10/2009 12.0 Major Updated and revised the technical content.
5/22/2009 12.0.1 Editorial Changed language and formatting in the technical content.
7/2/2009 12.0.2 Editorial Changed language and formatting in the technical content.
8/14/2009 13.0 Major Updated and revised the technical content.
9/25/2009 14.0 Major Updated and revised the technical content.
11/6/2009 15.0 Major Updated and revised the technical content.
12/18/2009 | 16.0 Major Updated and revised the technical content.
1/29/2010 17.0 Major Updated and revised the technical content.
3/12/2010 18.0 Major Updated and revised the technical content.
4/23/2010 19.0 Major Updated and revised the technical content.
6/4/2010 20.0 Major Updated and revised the technical content.
7/16/2010 21.0 Major Updated and revised the technical content.
8/27/2010 21.1 Minor Clarified the meaning of the technical content.

[MS-RAP] - v20170915

Remote Administration Protocol

Copyright © 2017 Microsoft Corporation

Release: September 15, 2017

2/132




Revision Revision

Date History Class Comments

10/8/2010 21.1 None No ch_anges to the meaning, language, or formatting of the
technical content.

11/19/2010 | 21.1 None No ch_anges to the meaning, language, or formatting of the
technical content.

1/7/2011 21.1 None No ch_anges to the meaning, language, or formatting of the
technical content.

2/11/2011 21.1 None No ch_anges to the meaning, language, or formatting of the
technical content.
No changes to the meaning, language, or formatting of the

3/25/2011 2l None technical content.

5/6/2011 21.1 None No ch_anges to the meaning, language, or formatting of the
technical content.

6/17/2011 21.2 Minor Clarified the meaning of the technical content.
No changes to the meaning, language, or formatting of the

5/23/2011 21.2 None technical content.

12/16/2011 | 22.0 Major Updated and revised the technical content.

3/30/2012 23.0 Major Updated and revised the technical content.

7/12/2012 24.0 Major Updated and revised the technical content.

10/25/2012 | 25.0 Major Updated and revised the technical content.

1/31/2013 26.0 Major Updated and revised the technical content.

8/8/2013 27.0 Major Updated and revised the technical content.

11/14/2013 | 27.0 None No chgnges to the meaning, language, or formatting of the
technical content.

2/13/2014 27.0 None No chgnges to the meaning, language, or formatting of the
technical content.

5/15/2014 27.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

6/30/2015 28.0 Major Significantly changed the technical content.

10/16/2015 | 28.0 None No chgnges to the meaning, language, or formatting of the
technical content.

7/14/2016 28.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

6/1/2017 28.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

9/15/2017 29.0 Major Significantly changed the technical content.

3/132

[MS-RAP] - v20170915

Remote Administration Protocol
Copyright © 2017 Microsoft Corporation
Release: September 15, 2017



Table of Contents

B N 112 1o T [T T ot f ' Y 4 8
1.1 [0 T1== 1 PP 8
1.2 3] =T =T g Lol PP 8

1.2.1 NOrMative RefEIENCES . ovii ittt e e e e e e e anans 9

1.2.2 INfOrmMative REFEIENCES ...vitiitiii i e e e e e e e 9
1.3 L Y] Y 9
1.4 Relationship to Other ProtoCoIS ..uvuiirii i e e 10
1.5 Prerequisites/Preconditions ........ovieiiiiiiii e 11
1.6 Applicability STatemM N ... s 12
1.7 Versioning and Capability Negotiation ..o 12
1.8 Vendor-EXtensible Fields ....o.viieiiiiii i e e 12
1.9 Standards ASSIGNMENTS. ... . e 12

A 1 [T =T T o 1= 13
2.1 I r= 1 .17 oo ] o o PP 13
2.2 =SS T LISV o = G PP 13
2.3 INfOrmMaAation LeVeIS .oviiii i 13
2.4 String Field Length Limits. ..o e 14
2.5 MeESSage DefiNitiONS ...t 16

2.5.1 RAP REQUESE MESSAGE .uuuuiiiiiiiiiiiititiiine st a e raens 16
2.5.2 RAP RESPONSE MESSAGE 1.uuuiiiuiiniiiitiiiisiate sttt eraeans 18
2.5.3 RAP Request/Response Summary Table.....oviiiiiiiiiiiiiiiic e 19
2.5.4 L S O o Tolo o =1 20
2.5.5 RAP Server COmMMANAS .. .ttt ieiietstiestasreissarassesssatassnerssarasreresnranrnernsnrnes 21
2.5.5.1 NetServerGetInfo Command.....co.viiiiiiiiii e 21
2.5.5.1.1 RAP NetServerGetINnfOREqUESE ....c.viiiiiiiiiici e 21
2.5.5.1.2 RAP NetServerGetINfORESPONSE .....oviviviriiiieieieie e e e eeeneeeeaes 22
2.5.5.2 NN T Y = V7= T ol =] 10 o o 1P 22
2.5.5.2.1 RAP NetServerENUmM2REqUESTE ..ot e aae e 22
2.5.5.2.2 RAP NetServerENUm2RESPONSE .....cviiiiiiiii e 25
2.5.5.3 NetServerENum3 ComMmMand ...oviiiieieiiii e e e e 26
2.5.5.3.1 RAP NetServerEnum3Request .......coviiiiiiiii e 26
2.5.5.3.2 RAP NetServerENUM3RESPONSE ..iiiiiiiiiiiii i i i i e e e aaneaas 29
2.5.5.4 RAP Server ReSpOnSe StrUCTUIES .....oviuiiiiiiiiiiei e 29
2.5.5.4.1 NetServerInfo0 Data StruCtUME....ocviiiii i e e 29
2.5.5.4.2 NetServerInfol Data StruCtUre.....ccvviiiiiiii e 29
2.5.6 RAP Share CoOmMMandsS . .uuire ittt ee e sas e aeeaseane e aneeaeaananneaneanernnans 30
2.5.6.1 NetShareEnum Command ......oiiiiiiiiii e 30
2.5.6.1.1 RAP NetShareEnumReqUESE ........oiiiiiiiii e 30
2.5.6.1.2 RAP NetShareENUMRESPONSE ..viieiiii i e 31
2.5.6.2 NetShareGetINfo CoOmMMaNd.....cciuiiiiiiiii e e e ees 32
2.5.6.2.1 NetShareGetINfOREQUEST .......iiieii e 32
2.5.6.2.2 NetShareGetINfORESPONSE ... vttt e 33
2.5.6.3 RAP Share RespOnSe SErUCLUIES .....ciuiiiiiiiiiiie e e s 33
2.5.6.3.1 NetShareInfoO Data StrUCTUrE.....ccviviii i e 33
2.5.6.3.2 NetShareInfol Data StrUuCtUIrE.....ocviiiiiii i e 34
2.5.6.3.3 NetShareInfo2 Data StrUCTUIE.....vv it e 35
2.5.7 A o 1o ) @] 1 o 0 T=1 s T PP 36
2.5.7.1 NetPrintQENUM ComMMANd......oiiiiiiii et ees 36
2.5.7.1.1 RAP NetPrintQENUMREQUEST. .....oviiiiiiiii e 36
2.5.7.1.2 RAP NetPrintQENUMRESPONSE ....oiviiiiiiiiiiiii e 37
2.5.7.2 NetPrintQGetINfo CoOmMMAaNd ...i.iiiiie it e e s 38
2.5.7.2.1 RAP NetPrintQGetINfOREQUESE ......cciviiiiiii e 38
2.5.7.2.2 RAP NetPrintQGetINfORESPONSE ....uvvviiiiiiii e 40
2.5.7.3 NetPrintJobSetInfo CommMand ......viviiiiiiiiii e 40

4 /132

[MS-RAP] - v20170915

Remote Administration Protocol
Copyright © 2017 Microsoft Corporation
Release: September 15, 2017



2.5.7.3.1 RAP NetPrintJobSetInfoRequest........coiiiiiiiii e 40
2.5.7.3.2 RAP NetPrintJobSetINfORESPONSE .. iiviiiiiii it 42
2.5.7.4 NetPrintJobGetInfo CommMand......coeiuiiiiiiii i e 42
2.5.7.4.1 RAP NetPrintJobGetINfoReqUESE ....cvviiiiiiiiii e 42
2.5.7.4.2 RAP NetPrintJobGetINfORESPONSE ..iiviiiiiiiiiiiii e 43
2.5.7.5 NetPrintJobPause Command ......ccvovviriiiii i e aerneenens 44
2.5.7.5.1 RAP NetPrintJobPausSeReqUEST.......ciiiiiiiiii e 44
2.5.7.5.2 RAP NetPrintJoObPausSERESPONSE.....civiiiiiiiiiiiiii e 44
2.5.7.6 NetPrintJobContinue Command.......ovieiiiiiiiiiii e e e 44
2.5.7.6.1 RAP NetPrintJobContinueRequEeSt.........ocviviiiiiiiiiii e 44
2.5.7.6.2 RAP NetPrintJobContinUERESPONSE. . ..iiiiiiiiiiii e 45
2.5.7.7 NetPrintJobDelete COmMMaNd .......viviviiiiiiiiii e 45
2.5.7.7.1 RAP NetPrintJobDeleteRequest .........cooviiiiiiiiiiii e 45
2.5.7.7.2 RAP NetPrintJobDeleteReSPONSE ....i ittt e 45
2.5.7.8 RAP Print ReSponse StruCtUIreS......ociuiiiiiiiii e 46
2.5.7.8.1 PrintQueuel Data StruCture .....c.coiiiiii i e 46
2.5.7.8.2 PrintQueuel Data StrucCtUre ......ccviiii i e 46
2.5.7.8.3 PrintQueue3 Data StrucCtUre ......ccviiii i e 49
2.5.7.8.4 PrintQueueS Data Structure ..o e 52
2.5.7.8.5 PrintJobInfo0 Data Structure........ccoiiiiiiiiii 52
2.5.7.8.6 PrintJobInfol Data Structure......ccccviiiiiii e 52
2.5.7.8.7 PrintJobInfo2 Data Structure........ccoiiiiiii 54
2.5.7.8.8 PrintJobInfo3 Data Structure......cccviiiiii e 56
2.5.8 (272 S O FY=T o o . 0 1 =1 Lo £ PP 59
2.5.8.1 NetUserPasswordSet2 Command .....o.vieiieiiiiieiiiieaeree e raernesaeennenneanens 59
2.5.8.1.1 RAP NetUserPasswordSet2RequeSt .....ccviiiiiiiiiii i 60
2.5.8.1.2 RAP NetUserPasswordSet2ResSpONSEe ......oiviviiiiiiiiiiiiiiiiiene e ee e 61
2.5.8.2 NetUserGetINfo ComMmMaNds ....oviriiiieiiiiiiii i e e e 61
2.5.8.2.1 NetUserGetINfOREQUEST ......v.viiii e e e 61
2.5.8.2.2 NetUserGetINfORESPONSE . ..ui it e 62
2.5.8.3 LY O YT o o o U T B =P 62
2.5.8.3.1 NetUserInfoO Data Structure......ccccviiiiiiiiiiic e 62
2.5.8.3.2 NetUserInfol Data Structure......cooviiiiiiiiiiie e 63
2.5.8.3.3 NetUserInfo2 Data Structure.......cocoiiiiiiiii e 64
2.5.8.3.4 NetUserInfol0 Data StruCtUre .....coviriiiiiiie i e e 68
2.5.8.3.5 NetUserInfoll Data StruCtUre .. ...oviiiiiiiiice e ne s 69
2.5.9 (VA o I 0 o =T @(e] 0 01 0 o = T = PP 73
2.5.9.1 NetRemoteTOD CoOmMMAaNd......viiiriiiieiieiteit et e e e enes 73
2.5.9.1.1 RAP NetRemoteTODREQUESE ....cviuiiiiiiiii e 73
2.5.9.1.2 RAP NetRemoteTODRESPONSE ...uviiiiiiiiiiii i i aanea s 73
2.5.9.2 LY W 0 g T o o U T | P 73
2.5.9.2.1 RAP TimeOfDayInfo Data Structure........ccviiiiiiiiiiiiic e 73
2.5.10 RAP Workstation Commands .....ciceiiiiiiiiiiiiiiii i seseee s rae e saneaneaeraeans 75
2.5.10.1  NetWkstaGetInfo COmMMaNd .....oiiriiiiiiiiiii et ee e aaaeneas 75
2.5.10.1.1  NetWkstaGetINfOREQUESL.......cciiiiiiii i e 75
2.5.10.1.2  NetWkstaGetINfORESPONSE. ....uuuiiiiiiie i e 75
2.5.10.2 NetWkstaUserLogon COmMMANG ......oueieiiiirieieiiietiienesaeerseiesarassnereeneananeens 76
2.5.10.2.1  NetWkstaUserLOgonNREQUEST .......couiriieiiiiiiiiiiiirer e e e 76
2.5.10.2.2 RAP NetWkstaUserLOgGONRESPONSE.......iiiiieieiiiiiie et ie e e ae e 77
2.5.10.3 NetWkstaUserLogoff Command........coiiiiiiiiiiiiiiiii e e 77
2.5.10.3.1  NetWkstaUserLogoffREQUESE .......oeiiiiiiiiii e 77
2.5.10.3.2 RAP NetWkstaUserLogoffRESPONSE......ccoviiiieiniiiiiiiiire e 78
2.5.10.4 RAP Workstation StrUuCTUIMES......iiviiriiri i eneenens 78
2.5.10.4.1 NetWkstalnfol0 Data StruCtuUre.......oevuiiiieiii e 78
2.5.10.4.2 NetWkstaUserLogonRequestData Data Structure ........ccocovvviiiiiiinnenne. 79
2.5.10.4.3 NetWkstaUserLogonResponseData Data Structure ..........c.cocvvvvinininnnnnn. 80
2.5.10.4.4 NetWkstaUserLogoffRequestData Data Structure............cocevvvviivininnnnnn. 83
2.5.10.4.5 NetWkstaUserLogoffResponseData Data Structure..........cocovvvvinviinnennn. 83
5/132

[MS-RAP] - v20170915

Remote Administration Protocol
Copyright © 2017 Microsoft Corporation
Release: September 15, 2017



2.5.11 RAP Response Data Marshaling........cccoiuieiiiiiiiiiii e e 84

3 Protocol Details ..cccviiiiiiirininnsnr s rsrr s r s rr s r s r s r s r s annaaannnnnnnn 86
3.1 R AN 2 O 11T o) ol 9 T = | 86
3.1.1 Y 03] o o= [ ol I 1= X o= I 1 o Y = 86
3.1.2 L. = 86
3.1.3 | TR0 = 2= 1o o o 86
3.1.4 Higher-Layer Triggered EVENTS .....ciiiiiiiiiii i e eeeas 86
3.1.4.1 [NE=1 0] =T =1 = 181 @00 2.1 2 = 1 [ PSP 87
3.1.4.2 NetShareGetINfo ComMMaAaNd....ciiieiiiiiii it i i e i e arereeeenareaneens 87
3.1.4.3 NetServerGetINfo ComMMaAaNd....iiiiiiiiiiii i i i i iae i e eareaaraaneans 87
3.1.4.4 NetPrintQENUM Command.......cciiiiiiiiiiii e e aeas 87
3.1.4.5 NetPrintQGetInfo Command .....ocviiiiiiiiii i e 87
3.1.4.6 NetPrintJobSetInfo Command .....c.oiiiiiiiiiiiii i i aae s 87
3.1.4.7 NetPrintJobGetInfo Command.....c.oiiviiiiiiiiii i i i i i aaee s 87
3.1.4.8 NetPrintJobDelete Command ..vviiiiiiiii i i i e e ranaes 87
3.1.4.9 NetPrintJobPause Command .....ocvviiiiiiiiiiiiii i i ae e e eaneens 87
3.1.4.10 NetPrintJobContinue ComMmMand ......cviiiiiiiiiieriiir i i raarerernsererannes 87
3.1.4.11 NetRemMOtETOD ComMMaANA....iiiiiiiteiiiie i rritrreraarerernererararereannrrerannns 87
3.1.4.12 NetServerENUmM2 ComMMand ...oiieiiieeiieiiieiiieiiet it eieeraaerareranesaseensrennnens 87
3.1.4.13 NetUserGetINfo COmMMANG .iiiviiiiiiiiiii i i e i e eassaaaraaaeans 88
3.1.4.14 NetUserPasswordSet2 Command .....oieviieiiieiiiiiiieiieeiieriieeiisreinreineernneinns 88
3.1.4.15 NetServerENum3 CoOmMMAand .uvuuiiieeeiiiiieiiiieereisrreraseesennssrsrasnessannrrerannns 88
3.1.4.16  NetWkstaGetINfo Command ....cvviiiiiiiiiiii i i i s i eaeeranerans 88
3.1.4.17  NetWkstaUserLogon COmMMANG ........cciuiiieiiieiiiiiieiaase e resaeaaaneens 88
3.1.4.18 NetWkstaUserLogoff COmMMaNnd .......cocvuiuiriiiniiieiiii e eneeeeaeeees 88
3.1.5 Processing Events and Sequencing RUIES .......ovviiiiiiiiiiiiiiiieie e 88
3.1.6 LI LS == 10 1= 88
3.1.7 [0 1 =T gl I Yo=Y 7= 3 88
3.2 AN T V2=l =] o= 1 88
3.2.1 Y 03 o =[x ol 1= o= I 1 o Y [ 88
3.2.1.1 (€10 o = S 89
3.2.2 LI =1 89
3.2.3 YL == L of (oY 1 89
3.2.4 Higher-Layer Triggered EVENES ... e e 89
3.2.5 Processing Events and Sequencing RUIES ......c.ovviiiiieiiiiiiii i nee e 89
3.2.5.1 NetShareENuUmM ComMMaAand ....uviiiiie i i s it raiaeeransereraasesaansseerannns 89
3.2.5.2 NetShareGetINfo ComMMaNd.....iiieiiiiiii i i e are e eseenaraaneens 91
3.2.5.3 NetServerGetInfo ComMMaAaNnd.....oceiiiiiiitiii i i i i i a e ereanarenneens 92
3.2.5.4 NetPrintQENUM CoOmMMANGd. ..ot e e e e 93
3.2.5.4.1 Mapping PRINTER_INFO_2 Status Values to PrintQueue3 Status Values . 97
3.2.5.5 NetPrintQGetInfo CommaNnd .....coviiiniii e 97
3.2.5.6 NetPrintJobSetInfo Command .....c.oiiiiiiiiiiii i i e aaeeas 98
3.2.5.7 NetPrintJobGetInfo Command...ocieiiiiiii i i i i e naee e ranaes 99
3.2.5.7.1 Mapping JOB_INFO_2 Status Values to PrintJobInfo2 Status Values...... 102
3.2.5.8 NetPrintJobDelete Command .....cvviiiiiiiiiii i e as 103
3.2.5.9 NetPrintJobPause Command ....iiiieiiiiiii i i s i e ennneeeranes 103
3.2.5.10 NetPrintJobContinue CommMand......ciiiiiiiiiiiiiii i e e i eaneenas 104
3.2.5.11 NetReMOtETOD ComMMaANd. . .uiiiiiiieiiiie i reiitereraarereinseeeraarereansereranes 105
3.2.5.12 NetServerENUM2 ComMMaAaNnd .uuviiiiiiiiiiii i ittt eansessesanrersernsernes 105
3.2.5.13 NetUserGetInfo Command ...viiiiiiiiiiiii it i rsinrseerasreraansseeranes 106
3.2.5.14 NetUserPasswordSet2 Command .....ooviiiiiiiiiieiiiiiieiiseiireeaseaissennrenneens 108
3.2.5.15 NetServerENUmM3 ComMMaAaNnd ...vviiiiiiiiiiii it ii it i eansesseeanreansernsernnes 110
3.2.5.16 NetWkstaGetINfo Command ..vviiiiieiiiii it iii i sinree e raaresannseeeranes 111
3.2.5.17 NetWkstaUserLogon ComMmMand .......coeeureiriiieiniiiiieieiereeeeneeeaeaeeeaeaeans 112
3.2.5.18 NetWkstaUserLogoff COommand.........co.oiiiiiiiiiiiiiiiii e e 112
3.2.6 B I L= =711 113
3.2.7 (0 1o Tl I Yor= T I V7] 1o 113
6/132

[MS-RAP] - v20170915

Remote Administration Protocol
Copyright © 2017 Microsoft Corporation
Release: September 15, 2017



4 Protocol EXamples.....cccieieieieierraramimimimiassssasasassssissssasasasasasasassssnsnsnsnsasasasasasnsnss 114

4.1 NetSharEENUM Lo e 114
4.2 AN TS Y = V=T =l 1 o 1P 116
4.3 = o g T o o 7= PR 118
L <Y oL 1 | o 120
5.1 Security Considerations for IMplemMeNnters ........ou i e eeeeeas 120
5.2 Index of SeCUrity Parameters ..ouiiiiiiiii i e 120
Appendix A: Product Behavior ......cccuciimiirsirss s s s s s s s s s snm s s nnnsas 121
Change TraCKiNg .. iiciiiioriimrsrsa e s srs s s s s ssassassassasssassassassansasssnssnssassnnsannas 129

1 T = P 130

7/ 132

[MS-RAP] - v20170915
Remote Administration Protocol
Copyright © 2017 Microsoft Corporation
Release: September 15, 2017



1 Introduction

The Remote Administration Protocol (RAP) is included in the Windows operating system for
compatibility reasons to perform remote administrative functions such as share maintenance and
printer maintenance on LAN Manager servers. In addition, the Common Internet File System (CIFS)
Browser Protocol uses the Remote Administration Protocol to enumerate the servers on the network.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 Glossary
This document uses the following terms:

code page: An ordered set of characters of a specific script in which a numerical index (code-point
value) is associated with each character. Code pages are a means of providing support for
character sets and keyboard layouts used in different countries. Devices such as the display and
keyboard can be configured to use a specific code page and to switch from one code page (such
as the United States) to another (such as Portugal) at the user's request.

job ID: A 16-bit identifier used to identify a print job within a print queue.

little-endian: Multiple-byte values that are byte-ordered with the least significant byte stored in
the memory location with the lowest address.

NT LAN Manager (NTLM) Authentication Protocol: A protocol using a challenge-response
mechanism for authentication in which clients are able to verify their identities without sending a
password to the server. It consists of three messages, commonly referred to as Type 1
(negotiation), Type 2 (challenge) and Type 3 (authentication). For more information, see [MS-

NLMP].

print destinations: The list of drivers to which a print queue can print.

print job: The rendered page description language (PDL) output data sent to a print device for a
particular application or user request.

print queue: The logical entity to which jobs can be submitted for a particular print device.
Associated with a print queue is a print driver, a user's print configuration in the form of a
DEVMODE structure, and a system print configuration stored in the system registry.

printer separator page: A page printed between separate print jobs.

share: A resource offered by a Common Internet File System (CIFS) server for access by CIFS
clients over the network. A share typically represents a directory tree and its included files
(referred to commonly as a "disk share" or "file share") or a printer (a "print share"). If the
information about the share is saved in persistent store (for example, Windows registry) and
reloaded when a file server is restarted, then the share is referred to as a "sticky share". Some
share names are reserved for specific functions and are referred to as special shares: IPC$,
reserved for interprocess communication, ADMIN$, reserved for remote administration, and A$,
B$, C$ (and other local disk names followed by a dollar sign), assigned to local disk devices.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [REC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
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%5bMS-NLMP%5d.pdf#Section_b38c36ed28044868a9ff8dd3182128e4
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in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[MS-BRWS] Microsoft Corporation, "Common Internet File System (CIFS) Browser Protocol".

[MS-CIFS] Microsoft Corporation, "Common Internet File System (CIFS) Protocol".

[MS-ERREF] Microsoft Corporation, "Windows Error Codes".

[MS-RPRN] Microsoft Corporation, "Print System Remote Protocol”.

[MS-SAMR] Microsoft Corporation, "Security Account Manager (SAM) Remote Protocol (Client-to-
Server)".

[MS-SMB] Microsoft Corporation, "Server Message Block (SMB) Protocol".

[MS-SRVS] Microsoft Corporation, "Server Service Remote Protocol".

[RFC1001] Network Working Group, "Protocol Standard for a NetBIOS Service on a TCP/UDP
Transport: Concepts and Methods", RFC 1001, March 1987, http://www.ietf.org/rfc/rfc1001.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

1.2.2 Informative References

[CIFSPRINT] Leach, P., and Naik, D., "CIFS Printing Specification Preliminary Draft", January 1997,
http://tools.ietf.org/id/draft-leach-cifs-print-spec-00.txt

[MS-NLMP] Microsoft Corporation, "NT LAN Manager (NTLM) Authentication Protocol".

[NTLM] Microsoft Corporation, "Microsoft NTLM", http://msdn.microsoft.com/en-
us/library/aa378749.aspx

[RAP] Leach, P. and Naik, D., "CIFS Remote Administration Protocol - Preliminary Draft", February
1997,
https://winprotocoldoc.blob.core.windows.net/productionwindowsarchives/references/cifsrap2.txt

[RYAN] Ryan, R., and Ryan, B., "LAN Manager: A Programmer's Guide, Version 2", Microsoft Press,
July 1990, ISBN: 1556151667.
1.3 Overview

The Remote Administration Protocol provides a simple remote procedure call (RPC)-like mechanism
that enables clients to perform administrative functions on servers that implement the protocol. For a
general description of such a mechanism, see [RAP]. The Remote Administration Protocol allows the
following:

= A client to retrieve an enumeration of the servers on the network.

= A server to provide an enumeration of the file shares that are available on the server.
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= A server to return limited configuration information about the file and print services on the server.

As specified in [MS-CIFS] section 2.2.4.67, a file written to a printer share results in a print job being
added to the printer queue. As specified in [MS-CIFS] section 2.2.4.5, a file is spooled to the printer
when the file handle to a print file is closed.

1.4 Relationship to Other Protocols

The Remote Administration Protocol is implemented using the Server Message Block (SMB) Protocol.
The data flow for the Remote Administration Protocol is identical to the data flow for the SMB Protocol,

as specified in [MS-SMB].

A subset of the Remote Administration Protocol is used by the Common Internet File System (CIFS)
Browser Protocol Specification [MS-BRWS].

A subset of the Remote Administration Protocol has been superseded by the Server Service Remote

Protocol [MS-SRVS].

Enumeration of printer configuration information can also be done using the Print System Remote
Protocol [MS-RPRN]. The Print System Remote Protocol provides richer semantics than the Remote
Administration Protocol, and is the preferred access protocol for printer configuration. The Remote
Administration Protocol will not be supported over Server Message Block Version 2.0 (SMB2) protocol.
The Print System Remote Protocol will be supported over the SMB2 protocol.

The following figure shows the relationships among the Remote Administration Protocol and other
protocols.
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Figure 1: Relationships to other protocols

1.5 Prerequisites/Preconditions

The Remote Administration Protocol has the following preconditions:

= The SMB dialect negotiated between a Remote Administration Protocol client and a server has to
be for Microsoft LAN Manager version 1.0 or later, as specified in [MS-SMB] section 3.2.4.2.2.

= The Remote Administration Protocol also relies on a client establishing a connection to an SMB
server. Before a client can issue Remote Administration Protocol commands, it has to establish a
connection to the server and successfully perform a TreeConnect SMB to the "IPC$" share on the
server. For more details about TreeConnect SMB and IPC$ shares, see [MS-SMB] section
2.2.4.7.1, and [MS-CIFS] section 3.2.4.42.
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1.6 Applicability Statement

The Remote Administration Protocol is used when a client, which is designed to interoperate with
Microsoft LAN Manager 1.0, needs to retrieve information on a server. If a server requires
interoperability with such clients, it implements this protocol.<1>

The Remote Administration Protocol is designed for 16-bit operating systems and is incapable of
transmitting more than 64 KB of data in any protocol exchange.

1.7 Versioning and Capability Negotiation
This specification covers versioning in the following areas:

= Protocol Versions: The Remote Administration Protocol is supported in the following explicit
dialects: LAN Manager 1.0, NT LAN Manager (NTLM) Protocol 0.12 (for more information, see
MS-NLMP]), and [MS-SMB]. These dialects are specified in [MS-SMB] section 2.2, and the
negotiation of such is specified in [MS-SMB] section 1.7. For more information on the NTLM
Protocol, see [NTLM].

» Security and Authentication Methods: The Remote Administration Protocol uses the security and
authentication methods already present in the SMB Protocol. The SMB Protocol supports the
following authentication methods: LANMAN, NTLMv1, NTLMv2, and Kerberos.<2> These
authentication methods are specified in [MS-SMB].

= Localization: The Remote Administration Protocol does not support localization or
internationalization. Text strings are encoded in ASCII and are always transmitted as octets. If the
octets are outside the ASCII range, 0x20-0x7F, the characters are interpreted in the code page
of the processing system.

= Capability Negotiation: The Remote Administration Protocol has multiple modes that are implicitly
detected by the Remote Administration Protocol at the command and protocol levels through
mechanisms specified in [MS-SMB] section 2.2.

1.8 Vendor-Extensible Fields

There are no vendor-extensible fields in the Remote Administration Protocol. The commands that the
Remote Administration Protocol processes can include vendor-extensible fields such as version
information and descriptive text.

This protocol uses Win32 error codes as defined in [MS-ERREF] section 2.2. Implementations
SHOULD<3> reuse those values with their indicated meanings. Choosing any other value runs the risk
of a collision in the future.

1.9 Standards Assignments

The Remote Administration Protocol utilizes a single parameter assignment: the Name parameter is
assigned the case sensitive string "\PIPE\LANMAN". For more information, see section 3.
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2 Messages

2.1 Transport

The Remote Administration Protocol is implemented using the SMB_COM_TRANSACTION functionality
in the SMB Protocol. A client of the Remote Administration Protocol MUST first connect to the SMB
server and exchange the SMB_COM_NEGOTIATE, SMB_COM_SESSION_SETUP_ANDX, and
SMB_COM_TREE_CONNECT_ANDX commands to establish the connection, as specified in [MS-SMB
section 3.2.4.2.

2.2 Message Syntax

The Remote Administration Protocol is a request/response protocol. A Remote Administration Protocol
request is carried in a single SMB_COM_TRANSACTION request, and the Remote Administration
Protocol response is carried in the SMB_COM_TRANSACTION response that corresponds to the
request, as specified in [MS-CIFS] section 2.2.4.33.

All multiple-byte elements in the Remote Administration Protocol MUST be treated as little-endian,
unless otherwise specified.

2.3 Information Levels

The Remote Administration Protocol supports the concept of an information level (or level of detail)
required for a particular response. An information level is an unsigned 16-bit integer. A Remote
Administration Protocol client requests a particular information level in a request, and the server
responds with a structure in the Data field of the response corresponding to that information level.
Numerically higher information levels provide more detailed information than lower information levels
for a particular request/response pair. The following table specifies the requests, the supported
information level for each request, and the response structures returned for this protocol.

Command Information level | Response structure
NetServerGetInfo 0x0000 NetServerInfoQ
0x0001 NetServerInfol
NetServerEnum2 0x0000 NetServerInfoO
0x0001 NetServerInfol
NetServerEnum3 0x0000 NetServerInfoO
0x0001 NetServerInfol
NetShareEnum 0x0000 NetSharelnfoO
0x0001 NetSharelnfol
0x0002 NetSharelnfo2
NetShareGetInfo 0x0000 NetShareInfo0
0x0001 NetShareInfol
0x0002 NetSharelInfo2
NetPrintQEnum 0x0000 PrintQueue0
0x0001 PrintQueuel

13 /132

[MS-RAP] - v20170915

Remote Administration Protocol
Copyright © 2017 Microsoft Corporation
Release: September 15, 2017


%5bMS-SMB%5d.pdf#Section_f210069c70864dc2885e861d837df688
%5bMS-CIFS%5d.pdf#Section_d416ff7cc536406ea9514f04b2fd1d2b

Command

Information level

Response structure

0x0002 PrintQueuel, PrintlobInfol

0x0003 PrintQueue3

0x0004 PrintQueue3, PrintJobInfo2

0x0005 PrintQueue5
NetPrintQGetInfo 0x0000 PrintQueue0

0x0001 PrintQueuel

0x0002 PrintQueuel, PrintJobInfol

0x0003 PrintQueue3

0x0004 PrintQueue3, PrintJobInfo2

0x0005 PrintQueue5

NetPrintJobSetInfo

0x0001, 0x0003

NetPrintJobGetInfo 0x0000 PrintJobInfo0Q

0x0001 PrintJobInfol

0x0002 PrintJobInfo2

0x0003 PrintJobInfo3
NetUserGetInfo 0x0000 NetUserInfoO

0x0001 NetUserInfol

0x0002 NetUserInfo2

0x000A NetUserInfol0

0x000B NetUserInfoll
NetWkstaGetInfo 0x000A NetWkstalnfol0
NetWkstaUserLogon | 0x0001 NetWkstaUserLogonResponseData
NetWkstaUserLogoff | 0x0001 NetWkstaUserLogoffResponseData

2.4 String Field Length Limits

Many of the string elements specified in the Remote Administration Protocol have maximum length
constraints associated with them. A client MUST NOT transmit strings that exceed the maximum
length, as specified in the following tables. A server MUST fail a request if it receives a string that
exceeds the maximum length by returning the associated Remote Administration Protocol response
message with the Win32 error code set to ERROR_INVALID_PARAMETER (0x0057).

All text strings are encoded in ASCII and are received and transmitted as sequences of octets. The
following tables specify the maximum character length, in bytes, for the string elements (not including
a null-terminator) in various Remote Administration Protocol commands and structures, if any lengths

are required for a particular string.
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The following table lists the length limits for RAP commands.

RAP Command

Field Name

Maximum Characters

NetServerEnum2Request, NetServerEnum3Request

Domain

15

NetServerEnum3Request FirstNameToReturn | 15
NetPrintQGetInfoRequest PrintQueueName 12
NetUserPasswordSet2Request UserName 20
NetUserPasswordSet2Request OldPassword 15
NetUserPasswordSet2Request NewPassword 15

The following table lists the length limits for RAP structures.

RAP Structure Field Name Maximum Characters
PrintQueuel, PrintQueue3 PrintQName 12
PrintQueuel, PrintQueue3 SeparatorPageFilename 48
PrintQueuel, PrintQueue3 PrintProcessorDIlIName 48
PrintQueuel, PrintQueue3 CommentString 48
PrintQueuel PrinterDestinationsName | 48
PrintJobInfo3 UserName 20
PrintJobInfo3 NotifyName 15
PrintJobInfo3 DataType 9
PrintJobInfo3 ParametersString 48
PrintJobInfo3 JobStatusString 48
PrintJobInfol JobComment 48
NetServerInfoO, NetServerinfol ServerName 16
NetServerInfol ServerComment 48
NetSharelnfoO, NetSharelnfol NetworkName 13
NetUserInfoll Name 21
NetWkstaUserLogonRequestData UserName 21
NetWkstaUserLogonRequestData Password 15
NetWkstaUserLogonRequestData WorkstationName 16
NetWkstaUserLogonResponseData | EffName 21
NetWkstaUserLogoffRequestData Name 21
NetWkstaUserLogoffRequestData Workstation 16
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2.5 Message Definitions

2.5.1 RAP Request Message

Each Remote Administration Protocol request message MUST be transmitted in the parameters section
of an SMB_COM_TRANSACTION protocol exchange (as specified in [MS-CIFS] section 2.2.4.33). The

Remote Administration Protocol request message MUST have the following format.

=

678|190

112|3|4|5(6(7(8[9(01|2|3|4|5|6|7|8(9|0|1

RAPOpcode

ParamDesc (variable)

DataDesc (variable)

RAPParams (variable)

AuxDesc (variable)

RAPOpcode (2 bytes): The operation code for the particular operation. For more information on
valid operation codes, see 2.5.4.

ParamDesc (variable): This value MUST be a null-terminated ASCII descriptor string. The server
SHOULD<4> validate that the ParamDesc value passed by the client matches what is specified
by the RAPOpcode. The following table specifies the descriptor character and the notation for
each data type.

Descriptor | Data type Format
b BYTE Indicates bytes (octets). Can be followed by an ASCII number indicating
number of bytes.
D unsigned long Indicates parameter type of 32-bit integer (dword).
e ENTCOUNT Indicates a word is to be received which shows the number of entries
returned.
F PAD Indicates Pad bytes (octets). Can be followed by an ASCII number
indicating the number of bytes.
g BYTE * Indicates a byte is to be received. Can be followed by an ASCII humber
indicating the number of bytes to receive.
h unsigned short | Indicates a word is to be received.
*
i unsigned long Indicates a dword is to be received.
*
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Descriptor | Data type Format

L RCVBUFLEN 16-bit integer containing length of receive data buffer in (16 bit) words.
o} NULL Indicates a NULL pointer.

P PARAMNUM Indicates number of parameters. A (16 bit) word.

r RCVBUF Pointer to receive data buffer in response parameter section.

s SNDBUF Pointer to send data buffer in request parameter section.

T SNDBUFLEN 16-bit integer containing length of send data buffer in (16 bit) words.
W unsigned short | Indicates parameter type of 16 bit integer (word).

z char Indicates a null-terminated ASCII string present in the parameter area.

DataDesc (variable): (Optional) If this value is specified, it MUST be a null-terminated ASCII
descriptor string that describes the contents of the data returned to the client.<5> Certain
RAPOpcodes specify a DataDesc field; for a list of Remote Administration Protocol commands
that specify a DataDesc field, see section 2.5.5.

If no DataDesc field is specified for the Remote Administration Protocol command, this field MUST be
set to null. The following table specifies the descriptor character and the notation for each data type.

Descriptor | Data type Format
B BYTE Indicates item of data type 8-bit byte (octet). The indicated humber of bytes is
present in the data. Descriptor char can be followed by an ASCII number indicating
the number of 8-bit bytes present.
D unsigned Indicates data type of 32-bit integer (dword). Descriptor char can be followed by an
long ASCII number indicating the number of 32-bit words present.
N AUXCOUNT | Indicates number of auxiliary data structures. The transaction response data section
contains an unsigned 16-bit number corresponding to this data item.
(0] NULL Indicates a NULL pointer.
w unsigned Indicates data type of 16-bit integer (word). Descriptor char can be followed by an
short ASCII number indicating the number of 16-bit words present.
z char * Indicates a 32-bit pointer to a null-terminated ASCII string is present in the

response parameter area. The actual string is in the response data area and the
pointer in the parameter area points to the string in the data area. The high word of
the pointer MUST be ignored. The converter word present in the response parameter
section MUST be subtracted from the low 16-bit value to obtain an offset into the
data area indicating where the data area resides.

RAPParams (variable)

: Remote Administration Protocol command-specific parameters, as specified

in sections 2.5.5, 2.5.6, 2.5.7, 2.5.8, and 2.5.9.

AuxDesc (variable): (Optional) If this value is specified, it MUST be a null-terminated ASCII
descriptor string that describes auxiliary data returned to the client.<6> If no AuxDesc field is
specified for the Remote Administration Protocol command, this field MUST NOT be present. For
the origin of the descriptor string values, see section 4.2.

In addition, if the command specifies that it also uses the Data field of the SMB_COM_TRANSACTION,
the format of the Data field MUST be the following.
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0(1|2|3(4|5|6(7|8|9|0(1|2|3(4|5|6|7|8|9(0(1]|2|3(4|5|6|7|8|9|0(1

RAPInData (variable)

RAPInData (variable): Additional data for the Remote Administration Protocol request. This field
MUST be present in the NetPrintJobSetInfoRequest command. This field cannot be present in any
other command.

2.5.2 RAP Response Message

The response to a Remote Administration Protocol command consists of two parts. The first is
transmitted in the Parameters field of the SMB_COM_TRANSACTION response; the second is
transmitted in the Data field of the same SMB_COM_TRANSACTION response (as specified in [MS-
CIFS] section 2.2.4.33).

The following MUST be the layout of the data in the SMB_COM_TRANSACTION response Parameters
field.

1 2 3
0(1|/2|3(4(5|6|(7|8|9|0(1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6|7|8|9|0(1

Win32ErrorCode Converter

RAPOutParams (variable)

Win32ErrorCode (2 bytes): This MUST be a 16-bit unsigned integer. It contains a Win32 error code
representing the result of the Remote Administration Protocol command. The following table lists
error codes that have particular meaning to the Remote Administration Protocol, as indicated in
this specification.

Code/Value Meaning

ERROR_SUCCESS No errors encountered.

0x0000

ERROR_MORE_DATA Additional data is available.
0x00EA

NERR_BufTooSmall The API return buffer is too small.
0x084B

ERROR_INVALID_LEVEL The specified information level is not supported.
0x007C

ERROR_INVALID_PARAMETER | Data from the client is invalid.
0x0057

A Remote Administration Protocol server implementation can return Win32 error codes other than
those listed in the preceding table. Any such error code SHOULD be drawn from the set of error
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codes specified in [MS-ERREF], and the client MUST treat any error code not explicitly listed in the

preceding table as a failure.

Converter (2 bytes): This field MUST contain a 16-bit signed integer, which a client MUST subtract
from the string offset contained in the low 16 bits of a variable-length field in the Remote
Administration Protocol response buffer. This is to derive the actual byte offset from the start of

the response buffer for that field.

RAPOutParams (variable): (Optional) If present, this structure MUST contain the response
information for the Remote Administration Protocol command in the corresponding Remote
Administration Protocol request message. Certain RAPOpcodes require a RAPOutParams
structure; for Remote Administration Protocol commands that require a RAPOutParams structure,
see sections 2.5.5, 2.5.6, 2.5.7, 2.5.8, and 2.5.9.

If the Win32ErrorCode in the Parameters field is either ERROR_SUCCESS (0x0000) or
ERROR_MORE_DATA (0x00EA), the Data field of the SMB_COM_TRANSACTION MUST contain the

following:

e

3(4|5(6(7(8|9(0(|1]2

RAPOutData (variable)

RAPOutData (variable): This is the response data for the Remote Administration Protocol
operation. The content of the RAPOutData structure varies according to the Remote
Administration Protocol command and the parameters of each Remote Administration Protocol
command. See Remote Administration Protocol responses for each Remote Administration

Protocol command in sections 2.5.5, 2.5.6, 2.5.7, 2.5.8, and 2.5.9.

2.5.3 RAP Request/Response Summary Table

Some Remote Administration Protocol commands require the RAPOutParams structure, as specified in
section 2.5.2. The following table specifies the message request and response for a specific Remote
Administration Protocol command as well as the data structure for the response.

Command Request Response Response data field
NetServerGetInfo NetServerGetInfoRequest NetServerGetInfoResponse NetServerInfoO,
NetServerInfol
NetServerEnum?2 NetServerEnum?2Request NetServerEnum?2Response NetServerInfoO,
NetServerInfol
NetServerEnum3 NetServerEnum3Request NetServerEnum3Response NetServerInfoO,
NetServerInfol
NetShareEnum NetShareEnumRequest NetShareEnumResponse NetSharelnfoQ,
NetShareInfol, NetSharelnfo2
NetShareGetInfo NetShareGetInfoRequest NetShareGetInfoResponse NetSharelnfoO,
NetSharelnfol, NetSharelnfo2
NetPrintQEnum NetPrintQEnumRequest NetPrintQEnumResponse PrintQueue0, PrintQueuel,
PrintQueue3, PrintQueue5,
PrintJobInfol, PrintlobInfo2
NetPrintQGetInfo NetPrintQGetInfoRequest NetPrintQGetInfoResponse PrintQueue0, PrintQueuel,
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Command

Request

Response

Response data field

PrintQueue3, PrintQueue5,
PrintJobInfol, PrintJobInfo2

NetPrintJobGetInfo

NetPrintJobGetInfoRequest

NetPrintJobGetInfoRespons

PrintJobInfo0Q, PrintJobInfol,

[S]

PrintJobInfo2, PrintJobInfo3

NetPrintJobSetinfo

NetPrintJobSetInfoRequest

NetPrintJobSetInfoResponse

NetPrintJobPause

NetPrintJobPauseRequest

NetPrintJobPauseResponse

NetPrintJobContinu

NetPrintJobContinueReque

NetPrintJobContinueRespon

e

st

se

NetPrintJobDelete

NetPrintJobDeleteRequest

NetPrintJobDeleteResponse

NetUserPasswordS NetUserPasswordSet2Requ | NetUserPasswordSet2Respo

et2 est nse

NetUserGetInfo NetUserGetInfoRequest NetUserGetInfoResponse NetUserInfoO, NetUserInfol,
NetUserInfo2, NetUserInfol0,
NetUserInfoll

NetRemoteTOD NetRemoteTODRequest NetRemoteTODResponse TimeOfDaylInfo

NetWkstaGetInfo NetWkstaGetInfoRequest NetWkstaGetInfoResponse NetWkstalnfol0

NetWkstaUserLogo NetWkstaUserLogonReque NetWkstaUserLogonRespon NetWkstaUserLogonResponse

n st se Data

NetWkstaUserLogof | NetWkstaUserLogoffReque | NetWkstaUserLogoffRespon NetWkstaUserLogoffResponse

f st se Data

2.5.4 RAP Opcodes

The following tables summarize Remote Administration Protocol command operation codes.

Server Commands

Command Opcode
NetServerGetinfo | 0x000D
NetServerEnum2 0x0068
NetServerEnum3 0x00D7
Share Commands

Command Opcode
NetShareEnum 0x0000
NetShareGetInfo | 0x0001

Print Commands
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Command Opcode

NetPrintQEnum 0x0045
NetPrintQGetlInfo 0x0046
NetPrintJobSetInfo 0x0093

NetPrintJobGetInfo 0x004D

NetPrintJobPause 0x0052

NetPrintJobContinue | 0x0053

NetPrintJobDelete 0x0051

User Commands

Command Opcode

NetUserPasswordSet2 | 0x0073

NetUserGetInfo 0x0038

Time Commands
The NetRemoteTOD command has an opcode of 0x005B.

Workstation Commands

Command Opcode

NetWkstaGetinfo 0x003F

NetWkstaUserLogon | 0x0084

NetWkstaUserLogoff | 0x0085

2.5.5 RAP Server Commands

The following Remote Administration Protocol commands are for operations involving servers.

2.5.5.1 NetServerGetInfo Command

The NetServerGetinfo command returns information on the server.

2.5.5.1.1 RAP NetServerGetInfoRequest

The fields in the NetServerGetInfoRequest message MUST have the following format.<7>

—
N
w

0(1|/2|3(4|(5|6(7|8|9|0|1|2|3(4|5|6|7|8|9(0(1]|2|3(4|5|6[7|8|9|0(1

RAPOpcode ParamDesc

DataDesc
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RAPParams

RAPOpcode (2 bytes): MUST be set to 0x000D. For more information, see section 2.5.1.
ParambDesc (5 bytes): MUST be set to "WrLh". For more information, see section 2.5.1.
DataDesc (7 bytes): MUST be set to "B16BBDz". For more information, see section 2.5.1.

RAPParams (4 bytes): The RAPParams structure MUST have the following format.

0(1|/2|3(4|5|6(7(8|9(0(1|2|3(4|5|6[7|8]|9(0(1]|2|3(4|5|6[7|8|9|0(1

InfolLevel ReceiveBufferSize

InfoLevel (2 bytes): A 16-bit unsigned integer that specifies the information level for the
NetServerGetInfoRequest.

ReceiveBufferSize (2 bytes): A 16-bit unsigned integer that represents the maximum number
of bytes of data that can be returned in the Data field of the SMB_COM_TRANSACTION
response to the command.

2.5.5.1.2 RAP NetServerGetInfoResponse

The RAPOutParams RAP response to the NetServerGetinfo command is as follows.<8>

1 2 3
0[{1(2|3|4|5|6|7|8|9(0(1|2[3|4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8|9|0]|1

TotalBytesAvailable

TotalBytesAvailable (2 bytes): A 16-bit unsigned integer that represents the number of bytes
required to hold the server information requested.

If the InfoLevel specified in the NetServerGetInfo is 0, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a NetServerInfo0
structure.

If the InfoLevel specified in the NetServerGetlnfo is 1, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a NetServerInfol
structure.

2.5.5.2 NetServerEnum?2

The NetServerEnum?2 command specifies that the server is to return its list of servers to the
client.<9>

2.5.5.2.1 RAP NetServerEnum2Request

The fields in the NetServerEnum2Request message MUST be set as follows.
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0(1|2|3(4|5]|6

7

8

9

4/5(6(7|8|9(0|1

2

3

4

5

6

w

RAPOpcode

ParamDesc (variable)

DataDesc (variable)

RAPParams (variable)

RAPOpcode (2 bytes): MUST be set to 0x0068. For more information, see section 2.5.1.

ParamDesc (variable): MUST be set to "WrLehDQ" if the Domain parameter is not specified, or set
to "WrLehDz". For more information, see section 2.5.1.

DataDesc (variable): If InfoLevel shown in the following packet diagram is set to 0x0000, this
MUST be set to "B16"; if InfoLevel is set to 0x0001, this MUST be set to "B16BBDz". For more

information, see section 2.5.1.

RAPParams (variable): The RAPParams structure MUST be as follows:

6

7

8

9

e

1

2

3

4

5

6

InfolLevel

ReceiveBufferSize

ServerType

Domain (variable)

InfolLevel (2 bytes): A 16-bit unsigned integer that specifies the information level for the
NetServerEnum2Request.

ReceiveBufferSize (2 bytes): A 16-bit unsigned integer that represents the maximum number

of bytes of data that can be returned in the Data field of the SMB_COM_TRANSACTION
response to the command.

ServerType (4 bytes): A 32-bit set of flags used to filter servers in the response to the

NetServerEnum2 command. The ServerType field MUST be a bitmask composed of the

possible values in the following table.

All unused bits SHOULD be set to zero when sent and MUST be ignored on receipt. If

SV_TYPE_ALL (Oxffffffff) is requested, the server MUST return all types of servers and MUST

ignore unused bits.

Value

Meaning

SV_TYPE_WORKSTATION

A server running the WorkStation Service
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Value

Meaning

0x00000001

SV_TYPE_SERVER
0x00000002

A server running the Server Service

SV_TYPE_SQLSERVER
0x00000004

Any server running with SQL Server

SV_TYPE_DOMAIN_CTRL
0x00000008

Primary domain controller

SV_TYPE_DOMAIN_BAKCTRL
0x00000010

Backup domain controller

SV_TYPE_TIME_SOURCE
0x00000020

Server is available as a time source for network time
synchronization

SV_TYPE_AFP
0x00000040

Apple File Protocol server

SV_TYPE_NOVELL
0x00000080

Novell server

SV_TYPE_DOMAIN_MEMBER
0x00000100

LAN Manager 2.x domain member

SV_TYPE_PRINTQ_SERVER
0x00000200

Server sharing print queue

SV_TYPE_DIALIN_SERVER
0x00000400

Server running dial-in service

SV_TYPE_SERVER_UNIX,
SV_TYPE_XENIX_SERVER

Unix or Xenix server

0x00000800
SV_TYPE_NT Windows NT operating system, Windows 2000 operating system,
0x00001000 Windows XP operating system, Windows Server 2003 operating

system, Windows Vista operating system, Windows 7 operating
system, Windows 8 operating system, Windows Server 2008
operating system, Windows Server 2008 R2 operating system, or
Windows Server 2012 operating system

SV_TYPE_WFW
0x00002000

Server running Windows for Workgroups

SV_TYPE_SERVER_MFPN
0x00004000

Microsoft File and Print for NetWare

SV_TYPE_SERVER_NT
0x00008000

Windows 2000 Server operating system, Windows Server 2003,
or a server that is not a domain controller

SV_TYPE_POTENTIAL_BROWSER
0x00010000

Server that can run the browser service

SV_TYPE_BACKUP_BROWSER
0x00020000

Server running a browser service as backup
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Value

Meaning

0x00040000

SV_TYPE_MASTER_BROWSER

Server running the master browser service

0x00080000

SV_TYPE_DOMAIN_MASTER

Server running the domain master browser

SV_TYPE_WINDOWS
0x00400000

Windows 95 operating system, Windows 98 operating system, or
Windows Millennium Edition operating system

SV_TYPE_DFS
0x00800000

Root of a DFS tree

0x01000000

SV_TYPE_CLUSTER_NT

Server clusters available in the domain

0x02000000

SV_TYPE_TERMINALSERVER

Terminal server

0x04000000

SV_TYPE_CLUSTER_VS_NT

Cluster virtual servers available in the domain

SV_TYPE_DCE
0x10000000

IBM DSS (Directory and Security Services) or equivalent

0x20000000

SV_TYPE_ALTERNATE_XPORT

Return list for alternate transport<10>

0x40000000

SV_TYPE_LOCAL_LIST_ONLY

Servers maintained by the browser

0x80000000

SV_TYPE_DOMAIN_ENUM

Primary domain

SV_TYPE_ALL
OXFFFFFFFF

Return all of the servers mentioned previously

Domain (variable): If the ParamDesc is "WrLehDz", this field MUST contain a null-terminated
ASCII string that represents the name of the workgroup or domain for which to enumerate
computers. If the ParamDesc is "WrLehDQ", then this field MUST NOT be present. If this string
is not present or is empty (a single null byte), the server MUST return the list of servers for
the server's current domain or workgroup.

2.5.5.2.2 RAP NetServerEnum2Response

The RAPOutParams structure for the NetServerEnum2 Command MUST be as follows.

0(1|2|3(4|5|6|7|8]|9

1
0

4/5(6(7|8(9(0|1(2(3|4|5(6|7|8|9|0]|1

N
w

EntriesReturned

EntriesAvailable

EntriesReturned (2 bytes): A 16-bit unsigned integer that represents the number of fixed-size
NetServerInfoO or NetServerInfol data structures returned in the Data field of the

SMB_COM_TRANSACTION response to the NetServerEnum2Request.
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EntriesAvailable (2 bytes): A 16-bit unsigned integer that represents the total number of servers
available on the server.

For error conditions and error responses, see section 3.2.5.12.

If the InfoLevel specified in the NetServerEnum2Request is 0x0000, the RAPOutData field of the
SMB_COM_TRANSACTION response MUST be filled with an array of EntriesReturned NetServerInfo0
structures.

If the InfolLevel specified in the NetServerEnum2Request is 0x0001, the RAPOutData field of the
SMB_COM_TRANSACTION response MUST be filled with an array of EntriesReturned NetServerInfol
structures.

2.5.5.3 NetServerEnum3 Command

The NetServerEnum3 command specifies that the server MUST return to the client a list of servers
that exist on the network.<11>

2.5.5.3.1 RAP NetServerEnum3Request

The fields in the NetServerEnum3Request message MUST be set as follows.

0[{1(2|3|4|5|6|7|8|9(0(1|(2(3|4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8]9|0]|1

RAPOpcode ParamDesc

DataDesc (variable)

RAPParams (variable)

RAPOpcode (2 bytes): MUST be set to 0x00D7. For more information see section 2.5.1.
ParambDesc (9 bytes): MUST be set to "WrLehDzz". For more information see section 2.5.1.

DataDesc (variable): If the InfoLevel in the following packet diagram is set to 0x0000, this MUST
be set to "B16"; if the InfoLevel is set to 0x0001, this MUST be set to "B16BBDz". For more
information see section 2.5.1.

RAPParams (variable): The RAPParams structure MUST be as follows.

—
N
w

0(1|/2|3(4|5|6(7|8|9|0(1|2|3(4|5|6[7|8|9(0(1]|2|3(4|5|6[7|8|9|0(1

InfoLevel ReceiveBufferSize

ServerType

Domain (variable)
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FirstNameToReturn (variable)

InfoLevel (2 bytes): A 16-bit unsigned integer that specifies the information level for the
NetServerEnum3Request.

ReceiveBufferSize (2 bytes): A 16-bit unsigned integer that represents the maximum bytes of
data that can be returned in the Data field of the SMB_COM_TRANSACTION response to the
command.

ServerType (4 bytes): A 32-bit set of flags used to filter servers in the response to the
NetServerEnum3 command. The ServerType field MUST be a bitmask composed of the
following possible values.

Value Meaning

SV_TYPE_WORKSTATION A server running the WorkStation Service

0x00000001

SV_TYPE_SERVER A server running the Server Service

0x00000002

SV_TYPE_SQLSERVER Any server running with SQL Server

0x00000004

SV_TYPE_DOMAIN_CTRL Primary domain controller

0x00000008

SV_TYPE_DOMAIN_BAKCTRL Backup domain controller

0x00000010

SV_TYPE_TIME_SOURCE Server is available as a time source for network time

0x00000020 synchronization

SV_TYPE_AFP Apple File Protocol server

0x00000040

SV_TYPE_NOVELL Novell server

0x00000080

SV_TYPE_DOMAIN_MEMBER LAN Manager 2.x domain member

0x00000100

SV_TYPE_PRINTQ_SERVER Server sharing print queue

0x00000200

SV_TYPE_DIALIN_SERVER Server running dial-in service

0x00000400

SV_TYPE_SERVER_UNIX, Unix or Xenix server

SV_TYPE_XENIX_SERVER

0x00000800

SV_TYPE_NT Windows NT, Windows 2000, Windows XP, Windows Server
2003, Windows Vista, Windows 7, Windows Server 2008,
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Value

Meaning

0x00001000

Windows Server 2008 R2, Windows 8, or Windows Server
2012

SV_TYPE_WFW
0x00002000

Server running Windows for Workgroups

SV_TYPE_SERVER_MFPN
0x00004000

Microsoft File and Print for NetWare

SV_TYPE_SERVER_NT
0x00008000

Windows 2000 Server, Windows Server 2003, or a server that
is not a domain controller

SV_TYPE_POTENTIAL_BROWSER
0x00010000

Server that can run the browser service

SV_TYPE_BACKUP_BROWSER
0x00020000

Server running a browser service as backup

SV_TYPE_MASTER_BROWSER
0x00040000

Server running the master browser service

SV_TYPE_DOMAIN_MASTER
0x00080000

Server running the domain master browser

SV_TYPE_WINDOWS
0x00400000

Windows 95, Windows 98, or Windows Millennium Edition

SV_TYPE_DFS
0x00800000

Root of a DFS tree

SV_TYPE_CLUSTER_NT
0x01000000

Server clusters available in the domain

SV_TYPE_TERMINALSERVER
0x02000000

Terminal server

SV_TYPE_CLUSTER_VS_NT
0x04000000

Cluster virtual servers available in the domain

SV_TYPE_DCE
0x10000000

IBM DSS (Directory and Security Services) or equivalent

SV_TYPE_ALTERNATE_XPORT
0x20000000

Return list for alternate transport

SV_TYPE_LOCAL_LIST_ONLY
0x40000000

Servers maintained by the browser

SV_TYPE_DOMAIN_ENUM
0x80000000

Primary domain

SV_TYPE_ALL
OXFFFFFFFF

All servers

Domain (variable): A null-terminated ASCII string that represents the name of the workgroup or
domain for which to enumerate computers.
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FirstNameToReturn (variable): This field MUST contain a null-terminated ASCII string with a
maximum length of 16 bytes, including the null-terminator. This string MUST specify the name
of the first server that the RAP server MUST return in its enumeration. If this parameter is
empty (a single null byte), the server MUST return entries starting with the first server in the
list. See section 3.2.5.15.

2.5.5.3.2 RAP NetServerEnum3Response

The RAPOutParams structure for the NetServerEnum3 Command MUST be as follows.

1 2 3
0(1|/2|3(4|(5|6(7|8|9|0(1|2|3(4|5|6(7|8|9(0(1|2|3(4|5|6|7|8|9|0(1

EntriesReturned EntriesAvailable

EntriesReturned (2 bytes): A 16-bit unsigned integer that represents the number of fixed-size
NetServerinfoO or NetServerinfol data structures returned in the Data field of the
SMB_COM_TRANSACTION response to the NetServerEnum3Request.

EntriesAvailable (2 bytes): A 16-bit unsigned integer that represents the total humber of servers
available for enumeration on this network.

For error conditions and error responses, see section 3.2.5.15.

If the InfolLevel specified in the NetServerEnum3Request is 0x0000, the RAPOutData field of the
SMB_COM_TRANSACTION response MUST be filled with an array of EntriesReturned NetServerInfo0
structures.

If the InfoLevel specified in the NetServerEnum3Request is 0x0001, the RAPOutData field of the
SMB_COM_TRANSACTION response MUST be filled with an array of EntriesReturned NetServerInfol
structures.

2.5.5.4 RAP Server Response Structures

2.5.5.4.1 NetServerInfoO Data Structure

The NetServerInfoO structure MUST be returned by the server in the Data field of the
SMB_COM_TRANSACTION response that corresponds to a NetServerEnum2 command, a
NetServerEnum3 command, or a NetServerGetinfoRequest command when the InfoLevel parameter to
the command is 0x0000.

-
N
w

0(1|/2|3(4|5|6|7|8|9|0(1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6[7|8|9|0(1

ServerName (16 bytes)

ServerName (16 bytes): A 16-character null-terminated ASCII string that contains the NetBIOS
name (as specified in [RFC1001] section 5.2) of the server. The ServerName field MUST be
padded to 16 bytes with null characters.

2.5.5.4.2 NetServerInfol Data Structure
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The NetServerInfol structure is returned by the server in the Data field of the
SMB_COM_TRANSACTION response that corresponds to a NetServerEnum2 command, a
NetServerEnum3 command, or a NetServerGetIinfo Command when the InfoLevel parameter to the
command is 0x0001.

-
N
w

0(1(2|3|4|5|6|7|8|9|0(1(2[3[|4|5|/6|7|8|9|0|1|2|3|4|5(6[7(8]9|0]|1

ServerName (16 bytes)

MajorVersion MinorVersion ServerType

ServerCommentLow

ServerCommentHigh

ServerName (16 bytes): A 16-character null-terminated ASCII string that MUST contain the
NetBIOS name of the server (as specified in [RFC1001] section 5.2). The ServerName field MUST
be padded to 16 bytes with null characters.

MajorVersion (1 byte): An 8-bit unsigned integer that represents the major version of the specified
server.<12>

MinorVersion (1 byte): An 8-bit unsigned integer that represents the minor version of the specified
server.<13>

ServerType (4 bytes): A 32-bit unsigned integer that specifies the type of software the computer is
running. This field has the same syntax and semantics as the ServerType specified in section
2.5.5.2.1.

ServerCommentLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from
the start of the response to a null-terminated ASCII string allocated in the response block (see
section 2.5.11) that MUST specify the purpose of the server.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field specified in section 2.5.2 from the ServerCommentLow value and then use that result as
the offset within the response.

ServerCommentHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

2.5.6 RAP Share Commands

2.5.6.1 NetShareEnum Command

The NetShareEnum command MUST return to the client information on each list of shared resources.

2.5.6.1.1 RAP NetShareEnumRequest

The fields in the NetShareEnumRequest message MUST be set as follows.<14>
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0(1|2|3(4|5|6(7|8|9|0(1|2|3(4|5|6|7|8|9(0(1]|2|3(4|5|6|7|8|9|0(1

RAPOpcode ParamDesc

DataDesc (variable)

RAPParams

RAPOpcode (2 bytes): MUST be set to 0x0000. For more information see section 2.5.1.
ParamDesc (6 bytes): MUST be set to "WrLeh". For more information see section 2.5.1.
DataDesc (variable): For more information, see section 2.5.1.

This field takes the following values.

Value Meaning
"B13" MUST be set to this value if InfoLevel is 0x0000.
"B13BWzZ" MUST be set to this value if InfoLevel is 0x0001.

"B13BWzWWWzB9B" | MUST be set to this value if InfoLevel is 0x0002.

RAPParams (4 bytes): The RAPParams structure MUST be as follows.

—
N
w

0[{1(2|3|4|5|6|7|8|9(0(1({2|3|4|5|6|7|8|9|0|1(2(3(4|5(6|7|8]|9|0]|1

InfoLevel ReceiveBufferSize

InfoLevel (2 bytes): A 16-bit unsigned integer that specifies the information level for
NetShareEnumRequest.

ReceiveBufferSize (2 bytes): A 16-bit unsigned integer that represents the maximum number
of bytes of data that can be returned in the Data field of the SMB_COM_TRANSACTION
response to the command.

2.5.6.1.2 RAP NetShareEnumResponse

The RAPOutParams structure for the NetShareEnum command MUST be as follows.<15>

1 2
0(1|/2|3(4|5|6(7|8|9|0(1|2|3(4|5|6|7|8|9(0(1]|2|3(4|5|6|7|8|9|0(1

w

EntriesReturned EntriesAvailable

EntriesReturned (2 bytes): A 16-bit unsigned integer that represents the number of fixed size
NetSharelnfo0, NetSharelnfol, or NetShareInfo2 data structures returned in the Data field of the
SMB_COM_TRANSACTION response to the Remote Administration Protocol NetShareEnumRequest.
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EntriesAvailable (2 bytes): A 16-bit unsigned integer that represents the number of shares on the
server.

For error conditions and error responses, see section 3.2.5.1.

If the InfoLevel specified in the NetShareEnumRequest is 0, the RAPOutData field of the
SMB_COM_TRANSACTION response MUST be filled with an array of EntriesReturned NetSharelnfoO
structures.

If the InfoLevel specified in the NetShareEnumRequest is 1, the RAPOutData field of the
SMB_COM_TRANSACTION response MUST be filled with an array of EntriesReturned NetSharelnfol
structures.

If the InfoLevel specified in the NetShareEnumRequest is 2, the RAPOutData field of the
SMB_COM_TRANSACTION response MUST be filled with an array of EntriesReturned NetSharelnfo2
structures.

2.5.6.2 NetShareGetInfo Command
The NetShareGetInfo command returns information about shared resources.

2.5.6.2.1 NetShareGetInfoRequest

The NetShareGetInfoRequest packet has the following fields.<16>

0[{1(2|3|4|5|6|7|8|9(0(1(2(3|4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8]9|0]|1

RAPOpcode ParamDesc

DataDesc (variable)

RAPParams

RAPOpcode (2 bytes): MUST be set to 0x0001. For more information, see section 2.5.1.
ParambDesc (6 bytes): MUST be set to "zZWrLh". For more information, see section 2.5.1.

DataDesc (variable): If InfoLevel in the following packet diagram is set to 0x0000, this MUST be
set to "B13"; if InfoLevel is set to 0x0001, this MUST be set to "B13BWz"; if InfoLevel is set to
0x0002, this MUST be set to "B13BWzWWWzB9B". For more information, see section 2.5.1.

RAPParams (8 bytes): The RAPParams structure MUST be as follows.

—
N
w

0(1|/2|3(4|5|6|(7|8|9|0(1|2|3(4|5|6[|7|8]|9(0(1]|2|3|4|5|6[7|8|9|01

NetName (variable)
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InfoLevel ReceiveBufferSize

NetName (variable): A null-terminated ASCII string that contains the name of the share about
which to retrieve information.

InfoLevel (2 bytes): A 16-bit unsigned integer that specifies the information level for the
request. This MUST be set to 0, 1, or 2.

Value | Meaning

0 Information level 0
1 Information level 1
2 Information level 2

ReceiveBufferSize (2 bytes): A 16-bit unsigned integer that represents the maximum number
of bytes of data that can be returned in the Data field of the SMB_COM_TRANSACTION
response to the command.

2.5.6.2.2 NetShareGetInfoResponse

The RAPOutParams structure for the NetShareGetInfo Command has the following fields.<17>

1 2 3
0(1|/2|3(4(5|6|7|8|9|0(1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6[|7|8|9|0(1

TotalBytesAvailable

TotalBytesAvailable (2 bytes): A 16-bit unsigned integer that represents the number of bytes
required to hold the server information requested.

If the InfoLevel specified in the NetShareGetInfo is 0, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a NetShareInfo0
structure.

If the InfoLevel specified in the NetShareGetInfo is 1, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a NetSharelInfol
structure.

If the InfoLevel specified in the NetShareGetlInfo is 2, and the response is not an error, the

RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a NetShareInfo2
structure.

2.5.6.3 RAP Share Response Structures

2.5.6.3.1 NetShareInfoO Data Structure

The NetSharelnfoQ data structure has the following fields.
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5/6|7(8(9|0|1(2|3|4[5|6|7|8|9

w

NetworkName (13 bytes)

NetworkName (13 bytes): A 13-character null-terminated ASCII string that specifies the name of
the share. If the name is shorter than 13 bytes, the NetworkName field MUST be filled with null
characters up to 13 bytes in length. If the name of the share is longer than 13 bytes, it MUST NOT
be included in the enumeration.

2.5.6.3.2 NetSharelInfol Data Structure

The NetSharelnfol data structure has the following fields.

5(6(7(8(9|0(|1|2|3|4|5|6|7|8|9

w

NetworkName (13 bytes)

Pad

Type

RemarkOffsetLow

RemarkOffsetHigh

NetworkName (13 bytes): A 13-character, null-terminated ASCII string that specifies the name of
the share. If the name is shorter than 13 bytes, the NetworkName field MUST be filled with null
characters up to 13 bytes in length. If the name of the share is longer than 13 bytes, it MUST NOT
be included in the enumeration.

Pad (1 byte): Can be set to any arbitrary value when sent, and MUST be ignored on receipt.

Type (2 bytes): A 16-bit unsigned integer that specifies the type of the share. The Type field has the
following possible values.

Value Meaning

0x0000 | Disk directory tree

0x0001 | Printer queue

0x0002 | Communications device

0x0003 | Interprocess communication (IPC)
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RemarkOffsetLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes,
from the start of the response to a null-terminated ASCII string allocated in the response
block (see section 2.5.11). The string is an optional comment about the share.

Before using this value, the Remote Administration Protocol client MUST subtract the
Converter field, as specified in section 2.5.2 from the RemarkOffsetLow value, and then
use that result as the offset within the response.

RemarkOffsetHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST
be ignored on receipt.

2.5.6.3.3 NetSharelInfo2 Data Structure

The NetSharelnfo2 data structure has the following fields.

-
N
w

0(1(2|3|4|5|6|7|8|9(0(1|(2[3|4|5|/6|7|8|9|0|1|2|3|4|5(6[7(8]9|0]|1

NetworkName (13 bytes)

Pad Type
RemarkOffsetLow RemarkOffsetHigh
Permissions MaxUses
CurrentUses PathOffsetLow
PathOffsetHigh Password

Pad2

NetworkName (13 bytes): A 13-character null-terminated ASCII string that specifies the name of
the share. If the name is shorter than 13 bytes, the NetworkName field MUST be filled with null
characters up to 13 bytes in length. If the name of the share is longer than 13 bytes, it MUST NOT
be included in the enumeration.

Pad (1 byte): SHOULD be set to zero when sent, and MUST be ignored on receipt.

Type (2 bytes): A 16-bit unsigned integer that specifies the type of the share. The possible values
for Type are as follows.

Value Meaning

STYPE_DISKTREE | Disk directory tree
0x0000

STYPE_PRINTQ Printer queue
0x0001
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Value Meaning

STYPE_DEVICE Communications device
0x0002

STYPE_IPC Interprocess communication (IPC)
0x0003

RemarkOffsetLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from
the start of the response to a null-terminated ASCII string allocated in the response block (see
section 2.5.11). The string is an optional comment about the share. Before using this value, the
RAP client MUST subtract the Converter field specified in section 2.5.2 from the RemarkOffsetLow
value, and then use that result as the offset within the response.

RemarkOffsetHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

Permissions (2 bytes): Obsolete value representing the access allowed in share-level security
scenarios. SHOULD be set to zero when sent, and MUST be ignored on receipt.

MaxUses (2 bytes): The maximum number of users that are allowed to concurrently access this
share.

CurrentUses (2 bytes): The current number of users accessing this share.

PathOffsetLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from the
start of the response to a null-terminated ASCII string allocated in the response block (see section
2.5.11) that specifies the local path of the share on the server. Before using this value, the RAP
client MUST subtract the Converter field specified in section 2.5.2 from the PathOffsetLow value,
and then use that result as the offset within the response.

PathOffsetHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

Password (9 bytes): A null-terminated ASCII string containing the password for password-protected
shares. This value is only used for legacy share-level security, and SHOULD be set to an empty
string.

Pad2 (1 byte): SHOULD be set to zero when sent, and MUST be ignored on receipt.
2.5.7 RAP Print Commands

2.5.7.1 NetPrintQEnum Command

The NetPrintQEnum command enables the server to return information that is an enumeration of the
print queues on the server.

2.5.7.1.1 RAP NetPrintQEnumRequest

The fields in the NetPrintQEnumRequest message MUST be set as follows.<18>

—
N
w

0(1|2|3(4|5|6|7|8|9|0|1|2|3(4|5|6(7|8|9(0(1|2|3(4|5|6|7|8|9|0(1

RAPOpcode

ParamDesc
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DataDesc (14 bytes)

RAPParams

AuxDesc (18 bytes)

RAPOpcode (4 bytes): MUST be set to 0x0045. For more information see section 2.5.1.
ParambDesc (6 bytes): MUST be set to "WrLeh". For more information see section 2.5.1.

DataDesc (14 bytes): The value of DataDesc MUST be set according to the value of
InfolLevel.<19>

DataDesc Value InfolLevel Value

"B13" 0x0000

"B13BWWWzzzzzZWW" | 0x0001

"B13BWWWzzzzzZWN" | 0x0002

"ZWWWWzzzzWWzzI|" 0x0003

"ZWWWWzzzzWNzz|" 0x0004

"z" 0x0005

For more information, see section 2.5.1.

RAPParams (4 bytes): The RAPParams structure MUST be as follows.

0(1|/2|3(4|5|6(7|8|9(0(1|2|3(4|5|6[7|8]|9(0(1]|2|3|4|5|6[7|8|9|0(1

InfolLevel ReceiveBufferSize

InfoLevel (2 bytes): A 16-bit unsigned integer that specifies the information level for
NetPrintQEnumRequest.

ReceiveBufferSize (2 bytes): A 16-bit unsigned integer that represents the maximum number
of bytes of data that can be returned in the Data field of the SMB_COM_TRANSACTION
response to the command.

AuxDesc (18 bytes): MUST be set to "WB21BB16B10zWWzDDz".

2.5.7.1.2 RAP NetPrintQEnumResponse
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The RAPOutParams structure for the NetPrintQEnumResponse is as follows.<20>

1 2 3
0(1|2|3(4|5|6|(7|8|9|0(1|2|3(4|5|6(|7|8|9(0(1|2|3(4|5|6|7|8|9|0(1

EntriesReturned EntriesAvailable

EntriesReturned (2 bytes): A 16-bit unsigned integer that represents the number of fixed-size
PrintQueue data structures (such as PrintQueuel or PrintQueue5) returned in the Data field of
the SMB_COM_TRANSACTION response to NetPrintQEnumRequest.

EntriesAvailable (2 bytes): A 16-bit unsigned integer that represents the number of print queues
that are available on the server.

For error conditions and error responses, see section 3.2.5.4.

If the InfoLevel specified in the NetPrintQEnumRequest is 0, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with an array of
PrintQueueO structures of length EntriesReturned. For rules on how to initialize the data structures,
see section 3.2.5.4.

If the InfoLevel specified in NetPrintQEnumRequest is 1, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response SHOULD be filled with an array of
EntriesReturned PrintQueuel data structures. For rules on how to initialize the data structures, see
section 3.2.5.4.<21>

If the InfoLevel specified in NetPrintQEnumRequest is 2, and the response is not an error, the
NetPrintQEnumRequest field of the SMB_COM_TRANSACTION response MUST be filled with an array of
EntriesReturned PrintQueuel data structures. Following each PrintQueuel structure, the
RAPOutData field MUST contain as many PrintJobInfol structures as are represented in the
PrintJobCount field in the PrintQueuel structure. For rules on how to initialize the data structures,
see section 3.2.5.4.<22>

If the InfoLevel specified in NetPrintQEnumRequest is 3, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with an array of
EntriesReturned PrintQueue3 data structures.

If the InfoLevel specified in NetPrintQEnumRequest is 4, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with an array of
EntriesReturned PrintQueue3 data structures. Following each PrintQueue3 structure, the
RAPOutData field MUST contain as many PrintJobInfo2 structures as are represented in the
PrintJobCount field in the PrintQueue3 structure. For rules on how to initialize the data structures,
see section 3.2.5.4.

If the InfoLevel specified in the NetPrintQEnumRequest is 5, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with an array of
EntriesReturned PrintQueue5 data structures. For rules on how to initialize the data structures, see
section 3.2.5.4.

2.5.7.2 NetPrintQGetInfo Command

The NetPrintQGetIinfo command specifies that the server is to return information on the named print
queue on the server.

2.5.7.2.1 RAP NetPrintQGetInfoRequest

The fields in the NetPrintQGetInfoRequest message MUST be set as follows.<23>
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0(1|2|3(4|5|6(7|8|9|0(1|2|3(4|5|6|7|8|9(0(1]|2|3(4|5|6|7|8|9|0(1

RAPOpcode ParamDesc

DataDesc (variable)

RAPParams (variable)

RAPOpcode (2 bytes): MUST be set to 0x0046. For more information see section 2.5.1.
ParamDesc (6 bytes): MUST be set to "zWrLh". For more information see section 2.5.1.

DataDesc (variable): The value of DataDesc MUST be set according to the value of
InfolLevel.<24>

DataDesc Value InfolLevel Value

"B13" 0x0000

"B13BWWWzzzzzZWW" | 0x0001

"B13BWWWzzzzzZWN" | 0x0002

"ZWWWWzzzzWWzz|" 0x0003

"ZWWWWzzzzWNzz!" 0x0004

"z" 0x0005

For more information see section 2.5.1.

RAPParams (variable): The RAPParams structure MUST be as follows.

-
N
w

0[{1(2|3|4|5|6|7|8|9(0(1({2|3|4|5|6|7|8|9|0|1(2(3(4|5(6|7|8]|9|0]|1

PrintQueueName (variable)

InfoLevel ReceiveBufferSize

AuxDesc (variable)

PrintQueueName (variable): A null-terminated ASCII string that specifies the name of the
print queue to retrieve.
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InfolLevel (2 bytes): A 16-bit unsigned integer that specifies the information level for
NetPrintQGetInfoRequest.

ReceiveBufferSize (2 bytes): A 16-bit unsigned integer that represents the maximum number
of bytes of data that can be returned in the Data field of the SMB_COM_TRANSACTION
response to the command.

AuxDesc (variable): If InfoLevel is set to 0x0002, this MUST be set to "WB21BB16B10zWWzDDz".
If InfoLevel is set to 0x0000 or 0x0003, this field MUST NOT be present.

2.5.7.2.2 RAP NetPrintQGetInfoResponse

The RAPOutParams structure responds to the NetPrintQGetInfo command as follows.<25>

1
0(1|2|3(4|(5|6(7|8|9|0(1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6|7|8|9|0(1

N
w

TotalBytesAvailable

TotalBytesAvailable (2 bytes): A 16-bit unsigned integer that represents the number of bytes
required to hold the information request for the named print queue.

If the InfoLevel specified in the NetPrintQGetInfoRequest is 0, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a PrintQueue0
structure. For rules on how to initialize the data structures, see section 3.2.5.5.

If the InfoLevel specified in NetPrintQGetInfoRequest is 1, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a PrintQueuel
structure. For rules on how to initialize the data structures, see section 3.2.5.5.

If the InfoLevel specified in NetPrintQGetInfoRequest is 2, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a PrintQueuel
structure. Following the PrintQueuel structure, the RAPOutData field MUST contain as many
PrintJobInfol structures as are represented in the PrintJobCount field in the PrintQueuel structure.
For rules on how to initialize the data structures, see section 3.2.5.5.<26>

If the InfoLevel specified in NetPrintQGetInfoRequest is 3, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a PrintQueue3
structure.

If the InfoLevel specified in NetPrintQGetInfoRequest is 4, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a PrintQueue3
structure. Following the PrintQueue3 structure, the RAPOutData field MUST contain as many
PrintJobInfo2 structures as are represented in the PrintJobCount field in the PrintQueue3 structure.
For rules on how to initialize the data structures, see section 3.2.5.5.

If the InfoLevel specified in the NetPrintQGetInfoRequest is 5, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a PrintQueue5
structure. For rules on how to initialize the data structures, see section 3.2.5.5.

2.5.7.3 NetPrintlJobSetInfo Command

The NetPrintJobSetInfo command specifies that the server MUST modify information on the specified
print job.

2.5.7.3.1 RAP NetPrintJobSetInfoRequest

The fields in the NetPrintJobSetInfoRequest message MUST be set as follows.<27>
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0(1|2|3(4|5|6[|7|8|9|0|1]|2|3|4|5]|6

8(9(0|1(2(3|4|5(6|7|8|9|0]|1

RAPOpcode

ParamDesc

DataDesc (18 bytes)

RAPParams (variable)

RAPOpcode (2 bytes): MUST be set to 0x0093. For more information see section 2.5.1.

ParamDesc (6 bytes): MUST be set to "WWsTP". For more information see section 2.5.1.

DataDesc (18 bytes): MUST be set to "WB21BB16B10zWWzDDz". For more information see section

2.5.1.

RAPParams (variable): The RAPParams structure MUST be as follows.

=

0(1|/2|3(4|5|6|7(8|9|0[1|2|3|4|5

N
w

6(7|8[9(0(1]|2|3|4|5|6[7|8|9|0|1

JobID

InfolLevel

BufferSize

ParamNum

JobID (2 bytes): A 16-bit unsigned integer that contains the job ID of the job to modify.

InfolLevel (2 bytes): A 16-bit unsigned integer that specifies the information level for the
NetPrintJobSetInfoRequest. This MUST be set to 0x0001 or 0x0003.<28>

BufferSize (2 bytes): A 16-bit unsigned integer that represents the size of the RAPInData

structure.

ParamNum (2 bytes): A 16-bit unsigned integer from the following table that specifies what

aspect of the print job is being modified.

Value Meaning

JobNum A 16-bit integer.

0x0001

UserName A null-terminated ASCII string.
0x0002

NotifyName A null-terminated ASCII string.
0x0003
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Value Meaning

DataType A null-terminated ASCII string.
0x0004

ParametersString | A null-terminated ASCII string.
0x0005

JobPosition A 16-bit integer.
0x0006

JobStatus A 16-bit integer.
0x0007

JobStatusStr A null-terminated ASCII string.
0x0008

TimeSubmitted A 32-bit integer.
0x0009

JobSize A 32-bit integer.
0x000A

JobComment A null-terminated ASCII string.
0x000B

RAPInData

Note that the Data field of the SMB_COM_TRANSACTION request, RAPInData, is a variable-length
field that MUST be present and set according to section 2.5.1.

This field MUST be based on the ParamNum value in the incoming application request.

For example, if the incoming application request sets the ParamNum value to 0x000B, the
RAPInData field MUST be set to a null-terminated ASCII string that represents the new value for the
JobComment field in the print job specified by the incoming job ID parameter.

2.5.7.3.2 RAP NetPrintlJobSetInfoResponse

The RAPOutParams field and the RAPOutData field of the Remote Administration Protocol response
to the NetPrintJobSetInfo command MUST be empty.<29>

2.5.7.4 NetPrintJobGetInfo Command

The NetPrintJobGetInfo command specifies that the server MUST return information on the specified
print job.

2.5.7.4.1 RAP NetPrintJobGetInfoRequest

The fields in the NetPrintJobGetInfoRequest message MUST be set as follows.<30>

—
N
w

0(1|/2|3(4|5|6(7|8|9|0|1|2|3(4|5|6|7|8|9[(0(1]|2|3(4|5|6[7|8|9|0(1

RAPOpcode ParamDesc
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DataDesc (19 bytes)

RAPParams

RAPOpcode (2 bytes): MUST be set to 0x004D. For more information see section 2.5.1.
ParambDesc (6 bytes): MUST be set to "WWrLh". For more information see section 2.5.1.

DataDesc (19 bytes): MUST be set to "WWzWWDDzzzzzzzzzzlz". For more information see section
2.5.1.

RAPParams (6 bytes): The RAPParams structure MUST be as follows.

—
N
w

0[{1(2|3|4|5|6|7|8|9(0(1({2|3|4|5|6|7|8|9|0|1(2(3(4|5(6|7|8]|9|0]|1

JobID InfolLevel

ReceiveBufferSize

JobID (2 bytes): A 16-bit unsigned integer that contains the job ID of the job whose
information is to be returned.

InfolLevel (2 bytes): A 16-bit unsigned integer that specifies the information level for the
NetPrintJobGetInfoRequest. This MUST be set to 0x0000, 0x0001, 0x0002, or 0x0003.

ReceiveBufferSize (2 bytes): A 16-bit unsigned integer that represents the maximum number
of bytes of data that can be returned in the Data field of the SMB_COM_TRANSACTION
response to the command.

2.5.7.4.2 RAP NetPrintJobGetInfoResponse

The RAPOutParams response to the NetPrintJobGetIinfo command is as follows.<31>

1 2 3
0(1(2|3|4|5|6|7|8|9(0(1|2[3[4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8]9|0]|1

TotalBytesAvailable

TotalBytesAvailable (2 bytes): A 16-bit unsigned integer that represents the number of bytes
required to hold the requested print job information.

If the InfolLevel of the NetPrintJobGetInfoRequest is 0x0000, the RAPOutData of the Remote
Administration Protocol response MUST be set to the PrintJobInfoO structure for the specified job ID.

If the InfoLevel of the NetPrintJobGetInfoRequest is 0x0001, the RAPOutData of the Remote
Administration Protocol response MUST be set to the PrintJobInfol structure for the specified job ID.
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If the InfoLevel of the NetPrintJobGetInfoRequest is 0x0002, the RAPOutData of the Remote
Administration Protocol response MUST be set to the PrintJobInfo2 structure for the specified job ID.

If the InfoLevel of the NetPrintJobGetInfoRequest is 0x0003, the RAPOutData of the Remote
Administration Protocol response MUST be set to the PrintJobInfo3 structure for the specified job ID.
2.5.7.5 NetPrintJobPause Command

The NetPrintJobPause command specifies that the server MUST pause the specified print job.

2.5.7.5.1 RAP NetPrintlJobPauseRequest

The fields in the NetPrintJobPauseRequest message MUST be set as follows.<32>

RAPOpcode ParamDesc

DataDesc RAPParams

RAPOpcode (2 bytes): MUST be set to 0x0052. For more information see section 2.5.1.
ParambDesc (2 bytes): MUST be set to "W". For more information see section 2.5.1.
DataDesc (1 byte): MUST be set to null. For more information, see section 2.5.1.

RAPParams (2 bytes): The RAPParams structure MUST be as follows.

0[{1(2|3|4|5|6|7|8(9(0(1({2|3|4|5|6|7|8|9|0|1(2(3(4|5(6|7|8]|9|0]|1

JobID

JobID (2 bytes): A 16-bit unsigned integer that represents the job ID of the print job to be
paused.

2.5.7.5.2 RAP NetPrintJobPauseResponse

The RAPOutParams field and the RAPOutData field of the SMB_COM_TRANSACTION response to
the NetPrintJobPause command MUST be empty.<33>

2.5.7.6 NetPrintJobContinue Command

The NetPrintJobContinue command specifies that the server MUST continue the specified print job.

2.5.7.6.1 RAP NetPrintJobContinueRequest

The fields in the NetPrintJobContinueRequest message MUST be set as follows.<34>

—
N
w

0(1|2|3(4|5|6|7|8|9|0|1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6[7|8|9|0(1

RAPOpcode ParamDesc
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DataDesc RAPParams

RAPOpcode (2 bytes): MUST be set to 0x0053. For more information see section 2.5.1.
ParambDesc (2 bytes): MUST be set to "W". For more information see section 2.5.1.
DataDesc (1 byte): MUST be set to null. For more information, see section 2.5.1.

RAPParams (2 bytes): This structure MUST be set as follows:

0(1|/2|3(4|5|6(7(8|9(0(1|2|3(4|5|6|7|8|9(0(1]|2|3(4|5|6[|7|8|9|0(1

JobID

JoblID (2 bytes): A 16-bit unsigned integer that represents the job ID of the print job to be
continued.

2.5.7.6.2 RAP NetPrintJobContinueResponse

The RAPOutParams field and the RAPOutData field of the SMB_COM_TRANSACTION response to
the NetPrintJobContinue command MUST be empty.<35>

2.5.7.7 NetPrintJobDelete Command

The NetPrintJobDelete command specifies that the server is to delete the specified print job.

2.5.7.7.1 RAP NetPrintJobDeleteRequest

The fields in the NetPrintJobDeleteRequest message MUST be set as follows.<36>

—
N
w

0(1|/2|3(4(5|6|7|8|9|0(1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6[|7|8|9|0(1

RAPOpcode ParamDesc

DataDesc RAPParams

RAPOpcode (2 bytes): MUST be set to 0x0051. For more information see section 2.5.1.
ParamDesc (2 bytes): MUST be set to "W". For more information see section 2.5.1.
DataDesc (1 byte): MUST be set to null. For more information, see section 2.5.1.

RAPParams (2 bytes): This structure MUST be set as follows.

0(1|/2|3(4|5|6(7|8|9|0(1|2|3(4|5|6[7|8|9(0(1]|2|3(4|5|6[7|8|9|0(1

JobID

JobID (2 bytes): A 16-bit unsigned integer that represents the job ID of the print job to be
deleted.

2.5.7.7.2 RAP NetPrintJobDeleteResponse
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The RAPOutParams field and the RAPOutData field of the SMB_COM_TRANSACTION response to
the NetPrintJobDelete command MUST be empty.<37>

2.5.7.8 RAP Print Response Structures

The data field (section 2.5.2) in the response to a NetPrintQGetInfo and NetPrintQEnum commands
MUST consist of the following structure.

0[{1(2|3|4|5|6|7|8|9|0(1(2[3[4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8]9|0]|1

PrintQName (13 bytes)

PrintQName (13 bytes): A 13-character null-terminated ASCII string that specifies the name of the
PrintQueue. If the name is shorter than 13 bytes, the PrintQName field MUST be filled with null
characters up to 13 bytes in length. If the name of the PrintQueue is longer than 13 bytes, it
MUST NOT be included in the enumeration.

2.5.7.8.1 PrintQueueO Data Structure

The data field (see section 2.5.2) in the response to NetPrintQGetInfo and NetPrintQEnum commands
MUST consist of the following structure.

0[{1(2|3|4|5|6|7|8|9|0(1(2[3|4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8]9|0]|1

PrintQName (13 bytes)

PrintQName (13 bytes): A 13-character null-terminated ASCII string that specifies the name of the
print queue. If the name is shorter than 13 bytes, the PrintQName field MUST be filled with null
characters up to 13 bytes in length. If the name of the share is longer than 13 bytes, it SHOULD
be truncated to a 13-character null-terminated ASCII string. <38>

2.5.7.8.2 PrintQueuel Data Structure

The data field (see section 2.5.2) in the response to NetPrintQGetInfo and NetPrintQEnum commands
MUST consist of the following structure.

—
N
w

0(1|2|3(4|5|6|7|8|9|0|1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6[|7|8|9|0(1

PrintQName (13 bytes)
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Pad1l

Priority

StartTime

UntilTime

SeparatorPageFilenamelLow

SeparatorPageFilenameHigh

PrintProcessorDIlINameLow

PrintProcessorDIINameHigh

PrintDestinationsNameLow

PrintDestinationsNameHigh

PrintParameterStringLow

PrintParameterStringHigh

CommentStringLow

CommentStringHigh

PrintQStatus

PrintJobCount

PrintQName (13 bytes): This field MUST contain an ASCII null-terminated name of the print queue
that MUST be padded to 13 bytes with ASCII null characters (0x00).

Pad1 (1 byte): A pad byte. Can be set to any arbitrary value when sent and MUST be ignored on
receipt.

Priority (2 bytes): A 16-bit unsigned integer that specifies the priority of the print queue. Valid
values are 0x0001 (highest) to 0x0009 (lowest). When two printer queues print to the same
printer, the print jobs from the queue with the higher priority print first.

StartTime (2 bytes): A 16-bit unsigned integer that represents the print queue start time (in
minutes since midnight) in the universal time of the server. A print queue accepts jobs, but only
prints the jobs after the StartTime has elapsed. The StartTime field MUST be less than 1,440
minutes.

UntilTime (2 bytes): A 16-bit unsigned integer that represents the print queue stop time. After this
time, jobs are accepted but are not printed. This value is expressed (in minutes since midnight) in
the universal time of the server. The UntilTime field MUST be less than 1,440 minutes.

SeparatorPageFilenameLow (2 bytes): A 16-bit unsigned integer that represents the offset, in
bytes, from the start of the response to a null-terminated ASCII string that is allocated in the
response block (as specified in section 2.5.11) and that specifies the local file name that contains
the printer separator page. If no printer separator page is configured, this value MUST be an
empty string.

Before using this value, a Remote Administration Protocol, the client MUST subtract the
Converter field, as specified in section 2.5.2, from the SeparatorPageFilenameLow value and
then use that result as the offset within the response.

This file name is for informational purposes only; clients MUST NOT take any action other than to
display or log it.

SeparatorPageFilenameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and
MUST be ignored on receipt.
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PrintProcessorDIINameLow (2 bytes): A 16-bit unsigned integer that represents the offset, in
bytes, from the start of the response to a null-terminated ASCII string that is allocated in the
response block (as specified in section 2.5.11) and that specifies the file name of the DLL that
contains the print processor for this print queue.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the PrintProcessorDIINameLow value and then use that
result as the offset within the response. This file name is for informational purposes only; a client
MUST NOT take any action other than to display or log it.

PrintProcessorDIINameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and
MUST be ignored on receipt.

PrintDestinationsNameLow (2 bytes): A 16-bit unsigned integer that represents the offset, in
bytes, from the start of the response to a null-terminated ASCII string that is allocated in the
response block (as specified in section 2.5.11) and that lists the print destinations for this print
queue. Each print destination is separated by an ASCII space character (0x20).

The Remote Administration Protocol client MUST subtract the Converter field, as specified in
section 2.5.2, from the PrintDestinationsNameLow value and then use that result as the offset
within the response.

This field is for informational purposes only; a client MUST NOT take any action other than to
display or log it.

PrintDestinationsNameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and
MUST be ignored on receipt.

PrintParameterStringLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes,
from the start of the response to a null-terminated ASCII string that is allocated in the response
block (as specified in section 2.5.11) and that specifies parameters for this print queue.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the PrintParameterStringLow value and then use that
result as the offset within the response.

This field is for informational purposes only; a client MUST NOT take any action other than to
display or log it.

PrintParameterStringHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and
MUST be ignored on receipt.

CommentStringLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from
the start of the response to a null-terminated ASCII string that is allocated in the response block
(as specified in section 2.5.11) and that describes this print queue.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the CommentStringLow value and then use that result
as the offset within the response.

CommentStringHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST be
ignored on receipt.

PrintQStatus (2 bytes): An enumeration that specifies the status of the print queue. The following
values MUST be used for the PrintQStatus field.

Value Meaning

PRQ_ACTIVE The queue is accepting print jobs.
0x0000
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Value Meaning

PRQ_PAUSE The queue is paused.
0x0001

PRQ_ERROR The queue is in an error state.
0x0002

PRQ_PENDING | The queue is marked for deletion.
0x0003

PrintJobCount (2 bytes): A 16-bit unsigned integer that represents the number of PrintJobInfol
structures that follow the PrintQueuel structure.

2.5.7.8.3 PrintQueue3 Data Structure

The data field in the response to a NetPrintQGetIinfo command MUST consist of the following structure.

1 2 3
0[{1(2|3|4|5|6|7|8|9(0(1(2[3|4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8|9|0]|1

PrintQueueNamelLow PrintQueueNameHigh
Priority StartTime
UntilTime Pad

SeparatorPageFilenamelLow

SeparatorPageFilenameHigh

PrintProcessorDIlINameLow

PrintProcessorDIINameHigh

PrintParameterStringLow

PrintParameterStringHigh

CommentStringLow

CommentStringHigh

PrintQStatus

PrintJobCount

PrintersLow

PrintersHigh

DriverNameLow

DriverNameHigh

PrintDriverDataLow

PrintDriverDataHigh

PrintQueueNameLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from
the start of the response to a null-terminated ASCII string that is allocated in the response block
(as specified in section 2.5.11) and that contains the name of the print queue.

The Remote Administration Protocol client MUST subtract the Converter field, as specified in
section 2.5.2, from the PrintQueueNameLow value and then use that result as the offset within
the response.

This field is for informational purposes only; a client MUST NOT take any action other than to
display or log it.
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PrintQueueNameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST
be ignored on receipt.

Priority (2 bytes): A 16-bit unsigned integer that specifies the priority of the print queue. Valid
values are 0x0001 (highest) to 0x0009 (lowest). When two printer queues print to the same
printer, the print jobs from the queue with the higher priority print first.

StartTime (2 bytes): A 16-bit unsigned integer that represents the print queue start time (in
minutes since midnight) in the universal time of the server. A print queue accepts jobs but only
prints the jobs after the StartTime value has elapsed. The StartTime field MUST be less than
1,440 minutes.

UntilTime (2 bytes): A 16-bit unsigned integer that represents the print queue stop time. After this
time, jobs are accepted but are not printed. This value is expressed (in minutes since midnight) in
the universal time of the server. The UntilTime field MUST be less than 1,440 minutes.

Pad (2 bytes): Pad bytes. Can be set to any arbitrary value when sent and MUST be ignored on
receipt.

SeparatorPageFilenameLow (2 bytes): A 16-bit unsigned integer that represents the offset, in
bytes, from the start of the response to a null-terminated ASCII string that is allocated in the
response block (as specified in section 2.5.11) and that contains the file name that contains the
printer separator page for the share.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the SeparatorPageFilenameLow value and then use
that result as the offset within the response. This field is for informational purposes only; a client
MUST NOT take any action other than to display or log it.

SeparatorPageFilenameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and
MUST be ignored on receipt.

PrintProcessorDIINameLow (2 bytes): A 16-bit unsigned integer that represents the offset, in
bytes, from the start of the response to a null-terminated ASCII string that is allocated in the
response block (as specified in section 2.5.11) and that contains the file name of the DLL that
contains the print processor for this print queue.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the PrintProcessorDIINameLow value and then use that
result as the offset within the response.

This field is for informational purposes only; a client MUST NOT take any action other than to
display or log it.

PrintProcessorDIINameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and
MUST be ignored on receipt.

PrintParameterStringLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes,
from the start of the response to a null-terminated ASCII string that is allocated in the response
block (as specified in section 2.5.11) and that specifies parameters for this print queue.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the PrintParameterStringLow value and then use that
result as the offset within the response.

This field is for informational purposes only; a client MUST NOT take any action other than to
display or log it.

PrintParameterStringHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and
MUST be ignored on receipt.
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CommentStringLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from
the start of the response to a null-terminated ASCII string that is allocated in the response block
(as specified in section 2.5.11) and that describes this print queue.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the CommentStringLow value.

CommentStringHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST be
ignored on receipt.

PrintQStatus (2 bytes): An enumeration that specifies the status of the print queue. Valid values
are the as follows.

Value Meaning

PRQ_ACTIVE The queue is accepting print jobs.
0x0000

PRQ_PAUSE The queue is paused.
0x0001

PRQ_ERROR The queue is in an error state.
0x0002

PRQ_PENDING | The queue is marked for deletion.
0x0003

PrintJobCount (2 bytes): A 16-bit unsigned integer that represents the number of PrintJobInfo2
structures that follow the PrintQueue3 structure.

PrintersLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from the start
of the response to a null-terminated ASCII string. The string is allocated in the response block (as
specified in section 2.5.11) and specifies the port name to which the printer is connected. Before
using this value, the Remote Administration Protocol client MUST subtract the Converter field, as
specified in section 2.5.2, from the PrintersLow value and then use that result as the offset
within the response. This field is for informational purposes only; a client MUST NOT take any
action other than to display or log it.

PrintersHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST be ignored
on receipt.

DriverNameLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from the
start of the response to a null-terminated ASCII string that is allocated in the response block (as
specified in section 2.5.11) that specifies the default device driver for this queue.<39>

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the DriverNameLow value and then use that result as
the offset within the response.

This field is for informational purposes only; a client MUST NOT take any action other than to
display or log it. If the DriverNameLow field and the DriverNameHigh field are both 0x0000,
the DriverName field is not present.

DriverNameHigh (2 bytes): Unused. MUST be set to 0x0000 when sent and MUST be ignored on
receipt. The DriverNameHigh portion is not used because the total offset cannot be more than
the maximum value of DriverNameLow due to packet length limitations.
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PrintDriverDataLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from
the start of the response to a null-terminated ASCII string that is allocated in the response block
(as specified in section 2.5.11) and that contains driver-specific binary data.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the PrintDriverDataLow value and then use that result
as the offset within the response. The first 2 bytes of this buffer contain a 16-bit integer that
represents the length of the buffer.

This field is for informational purposes only; a client MUST NOT take any action other than display
or log it. If the PrintDriverDatalLow field and the PrintDriverDataHigh field are both 0x0000,
the PrintDriverData field is not present.

PrintDriverDataHigh (2 bytes): Unused. MUST be set to 0x0000 when sent and MUST be ignored
on receipt. The PrintDriverDataHigh portion is not used because the total offset cannot be more
than the maximum value of PrintDriverDataLow due to packet length limitations.

This field is present if, and only if, the PrinterDriverDataLow field is also present.

For more information on the PrintQueue3 structure, see [CIFSPRINT] section 6.1.1 and [RYAN] page
4009.

2.5.7.8.4 PrintQueueb5 Data Structure

The data field (see section 2.5.2) in the response to a NetPrintQGetInfo Command and NetPrintQEnum
Command commands MUST consist of the following structure.

1 2 3
0[{1(2|3|4|5|6|7|8|9(0(1(2(3|4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8]|9|0]|1

PrintQueueNamelLow PrintQueueNameHigh

PrintQueueNameLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from
the start of the response to a null-terminated ASCII string that is allocated in the response block
(as specified in section 2.5.11) and that contains the name of the print queue.

The Remote Administration Protocol client MUST subtract the Converter field, as specified in
section 2.5.2, from the PrintQueueNameLow value, and then use that result as the offset within
the response.

This field is for informational purposes only; a client MUST NOT take any action other than to
display or log it

PrintQueueNameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST
be ignored on receipt.

2.5.7.8.5 PrintJobInfo0O Data Structure

The PrintJobInfoO structure is returned by the NetPrintJobGetIinfo command.

—
N
w

0(1|2|3(4|5|6|7|8|9|0|1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6[|7|8|9|0(1

JobID

JobID (2 bytes): A 16-bit unsigned integer that represents the job ID of the print job.

2.5.7.8.6 PrintJobInfol Data Structure
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The PrintJobInfol packet is used by the NetPrintJobGetInfo Command.

=
N
w

0(1|2|3(4|5|6|(7|8|9|0(1|2|3(4|5|6(|7|8|9(0(1|2|3(4|5|6|7|8|9|0(1

JobID UserName (21 bytes)

Pad

NotifyName (16 bytes)

DataType
PrintParameterStringLow
PrintParameterStringHigh JobPosition
JobStatus JobStatusStringLow
JobStatusStringHigh TimeSubmitted

JobSize

JobCommentStringLow

JobCommentStringHigh

JobID (2 bytes): A 16-bit unsigned integer that represents the job ID of the print job.

UserName (21 bytes): Null-terminated ASCII text that contains the name of the user that submitted
the job. This field MUST be padded with null characters to 21 bytes in length.

Pad (1 byte): A byte. Can be set to any arbitrary value when sent and MUST be ignored on receipt.

NotifyName (16 bytes): A null-terminated ASCII string that contains the UserName that must be
notified when this print job completes. This field MUST be padded with null characters to 16 bytes
in length.

DataType (10 bytes): A null-terminated ASCII string that contains the name of a data type. It MUST
uniquely identify a format for print data that is supported by a print processor. This field MUST be
padded with null characters to 10 bytes in length.

PrintParameterStringLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes,
from the start of the response to a null-terminated ASCII string that is allocated in the response
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block (as specified in section 2.5.11) and that specifies the parameters for this print job. Before
using this value, the Remote Administration Protocol client MUST subtract the Converter field, as
specified in section 2.5.2, from the PrintParametersStringLow value and then use that result as
the offset within the response.

PrintParameterStringHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and
MUST be ignored on receipt.

JobPosition (2 bytes): A 16-bit unsigned integer that specifies the position of this job in the queue.
A value of 0x0001 indicates that this job is the next job to print.

JobStatus (2 bytes): A 16-bit unsigned integer that specifies the status of this job in the print
queue. JobStatus MUST be one of the values in the following table.

Value Meaning

PRJ_QS_QUEUED Job is in the queue.
0x0000

PRJ_QS_PAUSED Job is in the queue but paused.
0x0001

PRJ_QS_SPOOLING | Job is being written to the spooler queue.
0x0002

PRJ_QS_PRINTING | Job is being printed.

0x0003
PRJ_QS_ERROR Job is in the error state. It MUST be used with one of the following status bits:
0x0010 PRJ_QS_QUEUED, PRI_QS_PAUSED, PR]_QS_SPOOLING, or PRJ_QS_PRINTING.

JobStatusStringLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from
the start of the response to a null-terminated ASCII string that is allocated in the response block
(as specified in section 2.5.11) and that describes the status of this print job. Before using this
value, the Remote Administration Protocol client MUST subtract the Converter field, as specified
in section 2.5.2, from the JobStatusStringLow value and then use that result as the offset within
the response.

JobStatusStringHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST be
ignored on receipt.

TimeSubmitted (4 bytes): A 32-bit unsigned integer that specifies the time that the print job was
submitted (in seconds since midnight January 1, 1970) in the local time zone of the server.

JobSize (4 bytes): A 32-bit unsigned integer that specifies the size of the print job, in bytes.

JobCommentStringLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes,
from the start of the response to a null-terminated ASCII string that is allocated in the response
block (as specified in section 2.5.11) and that describes this print job. Before using this value, the
Remote Administration Protocol client MUST subtract the Converter field, as specified in section
2.5.2, from the JobCommentStringLow value and then use that result as the offset within the
response.

JobCommentStringHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST
be ignored on receipt.

2.5.7.8.7 PrintJobInfo2 Data Structure

The PrintJobInfo2 packet is used by the NetPrintJobGetInfo Command.
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0(1|2|3(4|5|6(7|8|9|0(1|2|3(4|5|6|7|8|9(0(1]|2|3(4|5|6|7|8|9|0(1

JobID Priority
UserNamelow UserNameHigh
JobPosition JobStatus

TimeSubmitted

JobSize

CommentStringLow CommentStringHigh

DocumentNameLow DocumentNameHigh

JoblID (2 bytes): A 16-bit unsigned integer that represents the job ID of the print job.

Priority (2 bytes): A 16-bit unsigned integer that represents the priority of the print job. If the value
is 0x0000, the priority of the print queue determines the job priority. Other valid values are
between 0x0001 and 0x0063, inclusive. When two printer queues print to the same printer, the
print jobs from the queue with the higher priority print first.

UserNameLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from the
start of the response to a null-terminated ASCII string that is allocated in the response block (as
specified in section 2.5.11) and that specifies the user name that submitted this print job.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the UserNameLow value and then use that result as the
offset within the response.

UserNameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

JobPosition (2 bytes): A 16-bit unsigned integer that specifies the position of this job in the queue.
A value of 0x0001 indicates that this job is the next job to print.

JobStatus (2 bytes): An enumeration that specifies the status of this job in the print queue. Its
value MUST be as specified in section 2.5.7.8.6.

TimeSubmitted (4 bytes): A 32-bit unsigned integer that specifies the time that the print job was
submitted (in seconds since midnight January 1, 1970) in the local time zone of the server.

JobSize (4 bytes): A 32-bit unsigned integer that specifies the size, in bytes, of the print job.

CommentStringLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from
the start of the response to a null-terminated ASCII string that is allocated in the response block
(as specified in section 2.5.11) and that specifies a string that describes the print job.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the CommentStringLow value and then use that result
as the offset within the response.

CommentStringHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

55/132

[MS-RAP] - v20170915

Remote Administration Protocol
Copyright © 2017 Microsoft Corporation
Release: September 15, 2017



DocumentNameLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from
the start of the response to a null-terminated ASCII string that is allocated in the response block
(as specified in section 2.5.11) and that specifies the name of the document.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the DocumentNameLow value and then use that result

as the offset within the response.

DocumentNameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be

ignored on receipt.

2.5.7.8.8 PrintJobInfo3 Data Structure

The PrintJobInfo3 structure is returned by the NetPrintJobGetIinfo command and has the following

fields.

e

0(1(2|3|4|5|6|7|8[9|0(1(2

6|7/8(9|0|1|2|3|4|5(6(7[8[9|0]|1

JobID Priority
UserNamelLow UserNameHigh
JobPosition JobStatus

TimeSubmitted

JobSize

CommentStringLow

CommentStringHigh

DocumentNameLow DocumentNameHigh
NotifyNameLow NotifyNameHigh
DataTypeLow DataTypeHigh

PrintParameterStringLow

PrintParameterStringHigh

StatusStringLow

StatusStringHigh

QueueNameLow

QueueNameHigh

PrintProcessorNameLow

PrintProcessorNameHigh

PrintProcessorParamsLow

PrintProcessorParamsHigh

DriverNameLow

DriverNameHigh

DriverDataOffsetLow

DriverDataOffsetHigh

PrinterNameOffsetLow

PrinterNameOffsetHigh
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JoblID (2 bytes): A 16-bit unsigned integer that represents the job ID of the print job.

Priority (2 bytes): A 16-bit unsigned integer that represents the priority of the print job. If the value
is 0x0000, the priority of the print queue determines the job priority. Other valid values are
between 0x0001 and 0x0063, inclusive. When two printer queues print to the same printer, the
print jobs from the higher priority queue print first.

UserNameLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from the
start of the response to a null-terminated ASCII string that is allocated in the response block (as
specified in section 2.5.11) and that specifies the user name that submitted this print job.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the UserNameLow value, and then use that result as the
offset within the response.

UserNameHigh (2 bytes): Unused. Can be set to any arbitrary value on send, and MUST be ignored
on receipt.

JobPosition (2 bytes): A 16-bit unsigned integer that specifies the position of this job in the queue.
A value of 0x0001 indicates that this job is the next job to print.

JobStatus (2 bytes): An enumeration that specifies the status of this job in the print queue. Its
value MUST be as specified in section 2.5.7.8.5.

TimeSubmitted (4 bytes): A 32-bit unsigned integer that specifies the time that the print job was
submitted (in seconds since midnight January 1, 1970) in the local time zone of the server.

JobSize (4 bytes): A 32-bit unsigned integer that specifies the size, in bytes, of the print job.

CommentStringLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from
the start of the response to a null-terminated ASCII string that is allocated in the response block
(as specified in section 2.5.11) and that MUST specify a string that describes the print job.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the CommentStringLow value, and then use that result
as the offset within the response.

CommentStringHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

DocumentNameLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from
the start of the response to a null-terminated ASCII string that is allocated in the response block
(as specified in section 2.5.11) and that specifies the name of the document.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the DocumentNameLow value, and then use that result
as the offset within the response.

DocumentNameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

NotifyNameLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from the
start of the response to a null-terminated ASCII string that is allocated in the response block (as
specified in section 2.5.11) and that MUST specify a UserName that is notified when the status of
this print job changes.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the NotifyNameLow value, and then use that result as
the offset within the response.
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NotifyNameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

DataTypeLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from the
start of the response to a null-terminated ASCII string that is allocated in the response block (as
specified in section 2.5.11). It uniquely identifies a format for print data that is supported by a
print processor.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the DataTypeLow value, and then use that result as the
offset within the response. For more information on the DataType field, see [RYAN] page 421.

DataTypeHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

PrintParameterStringLow (2 bytes): A 16-bit integer representing the offset, in bytes, from the
start of the response to a null-terminated ASCII string that is allocated in the response block (as
specified in section 2.5.11) and that specifies the implementation-specific parameters for this print
job.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the PrintParameterStringLow value, and then use that
result as the offset within the response.

PrintParameterStringHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and
MUST be ignored on receipt.

StatusStringLow (2 bytes): A 16-bit integer representing the offset, in bytes, from the start of the
response to a null-terminated ASCII string that is allocated in the response block (as specified in
section 2.5.11) and that specifies the status of this print job.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the StatusStringLow value, and then use that result as
the offset within the response.

StatusStringHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

QueueNameLow (2 bytes): A 16-bit integer representing the offset, in bytes, from the start of the
response to a null-terminated ASCII string that is allocated in the response block (as specified in
section 2.5.11) and that specifies the name of the printer that contains this print job.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the QueueNameLow value, and then use that result as
the offset within the response.

QueueNameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

PrintProcessorNameLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes,
from the start of the response to a null-terminated ASCII string allocated in the response block
(see section 2.5.11) that specifies the print processor for this print job.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the PrintProcessorNameLow value, and then use that
result as the offset within the response.

PrintProcessorNameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and
MUST be ignored on receipt.
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PrintProcessorParamsLow (2 bytes): 16-bit unsigned integer that represents the offset, in bytes,
from the start of the response to a null-terminated ASCII string that is allocated in the response
block (as specified in section 2.5.11) and that specifies the printer processor parameters.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the PrintProcessorParamsLow value, and then use that
result as the offset within the response.

PrintProcessorParamsHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and
MUST be ignored on receipt.

DriverNameLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes, from the
start of the response to a null-terminated ASCII string that is allocated in the response block (as
specified in section 2.5.11) and that specifies the implementation-specific name of the driver for
this print job.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the DriverNameLow value, and then use that result as
the offset within the response.

DriverNameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

DriverDataOffsetLow (2 bytes): An optional 16-bit unsigned integer that represents the offset, in
bytes, from the start of the response to a null-terminated ASCII string that is allocated in the
response block (as specified in section 2.5.11) and that contains driver-specific binary data.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the DriverDataOffsetLow value, and then use that result
as the offset within the response. The first two bytes of this buffer contain a 16-bit, unsigned
integer that represents the length of the buffer.

This field is for informational purposes only; a client MUST NOT take any action other than to
display or log it. If the DriverDataOffsetLow field and the DriverDataOffsetHigh field are both
set to 0x0000, the DriverData field is not present.

DriverDataOffsetHigh (2 bytes): Unused. MUST be set to 0x0000 when sent, and MUST be ignored
on receipt. The DriverDataOffsetHigh portion is not used because the total offset cannot be
more than the maximum value of DriverDataOffsetLow due to packet length limitations.

PrinterNameOffsetLow (2 bytes): A 16-bit unsigned integer that represents the offset, in bytes,
from the start of the response to a null-terminated ASCII string that is allocated in the response
block (as specified in section 2.5.11) and that specifies the name of the printer associated with
this print job.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field, as specified in section 2.5.2, from the PrinterNameOffsetLow value, and then use that
result as the offset within the response.

PrinterNameOffsetHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST
be ignored on receipt.

2.5.8 RAP User Commands

2.5.8.1 NetUserPasswordSet2 Command

The NetUserPasswordSet2 command specifies that the server is to change the password of the
indicated user.
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2.5.8.1.1 RAP NetUserPasswordSet2Request

The fields in the NetUserPasswordSet2Request message MUST be set as follows.<40>

e

0(1|2|3(4|5|6|7|8|9|0(1]|2]|3

N

w

2(3|4|5(6|7|8[9|0]|1

RAPOpcode

ParamDesc

DataDesc

RAPParams (variable)

RAPOpcode (2 bytes): MUST be set to 0x0073. For more information see section 2.5.1.

ParamDesc (10 bytes): MUST be set to "zb16b16WW?". For more information see section 2.5.1.

DataDesc (1 byte): MUST be set to null. For more information, see section 2.5.1.

RAPParams (variable): The RAPParams structure MUST be as follows:

=

3

4

5

6

7

8

N

w

UserName (variable)

OldPassword (16 bytes)

NewPassword (16 bytes)

EncryptedPassword

RealPasswordLength

UserName (variable): A null-terminated ASCII string that specifies the name of the user whose

password is being changed.

OldPassword (16 bytes): A 16-byte null-terminated ASCII string padded with zeros that

contains the user's current password.

NewPassword (16 bytes): A 16-byte null-terminated ASCII string padded with zeros that

contains the user's new password.
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EncryptedPassword (2 bytes): A 16-bit unsigned integer that specifies whether the
OldPassword and NewPassword fields are encrypted. If set to 0x0000, the fields are not
encrypted; if not 0, the fields are encrypted.

RealPasswordLength (2 bytes): A 16-bit unsigned integer that specifies the actual length of
the NewPassword field.<41>

2.5.8.1.2 RAP NetUserPasswordSet2Response

The RAPOutParams field and the RAPOutData field of the SMB_COM_TRANSACTION response to
the NetUserPasswordSet2 command MUST be empty. <42><43>

2.5.8.2 NetUserGetInfo Commands

The NetUserGetInfo command returns information about a user.

2.5.8.2.1 NetUserGetInfoRequest

The fields in the NetUserGetInfoRequest message MUST have the following format.<44>

1 2 3
0|1(2|3(4|5/6|7|8|9|0(1|2[3|4(5|6(7|8(9|0(1[|2|3[(4|5(6|7(8|9|0]|1
RAPOpcode ParamDesc

DataDesc RAPParams

RAPOpcode (2 bytes): MUST be set to 0x0038. For more information, see section 2.5.1.
ParambDesc (6 bytes): MUST be set to "zZWrLh". For more information, see section 2.5.1.
DataDesc (1 byte): MUST be set to null. For more information, see section 2.5.1.

RAPParams (4 bytes): The RAPParams structure MUST be as follows.

—
N
w

0[{1(2|3|4|5|6|7|8|9(0(1({2(3|4|5|6|7|8|9|0|1|2(3(4|5(6|7|8]|9|0]|1

UserName (variable)

InfoLevel ReceiveBufferSize

UserName (variable): A null-terminated ASCII string specifying the user logged on to the
workstation.

InfolLevel (2 bytes): A 16-bit unsigned integer that specifies the information level for the
NetUserGetInfoRequest.
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ReceiveBufferSize (2 bytes): A 16-bit unsigned integer that represents the maximum number

of bytes of data that can be returned in the Data field of the SMB_COM_TRANSACTION
response to the command.

2.5.8.2.2 NetUserGetInfoResponse

The RAPOutParams structure for the NetUserGetInfoResponse command has the following
fields.<45>

1 2 3
0[{1(2|3|4|5|6|7|8|9|0(1(2[3|4|5|/6|7|8|9|0|1|2|3|4|5|6(7(8]9|0]|1

TotalBytesAvailable

TotalBytesAvailable (2 bytes): A 16-bit unsigned integer that represents the number of bytes
required to hold the server information requested.

If the InfoLevel specified in the NetUserGetInfo is 0, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a NetUserInfoO
structure.

If the InfoLevel specified in the NetUserGetInfo is 1, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a NetUserInfo1l
structure.

If the InfoLevel specified in the NetUserGetInfo is 2, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a NetUserInfo2
structure.

If the InfoLevel specified in the NetUserGetInfo is 10, and the response is not an error, the
RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a NetUserInfo10
structure.

If the InfoLevel specified in the NetUserGetInfo is 11, and the response is not an error, the

RAPOutData field of the SMB_COM_TRANSACTION response MUST be filled with a NetUserInfol1l
structure.

2.5.8.3 RAP User Structures

2.5.8.3.1 NetUserInfoO Data Structure

The NetUserInfoO packet contains the following fields.

-
N
w

0[{1(2|3|4|5|6|7|8|9(0(1|2[3|4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8]9|0]|1

Name (21 bytes)

Name (21 bytes): A null-terminated ASCII string that specifies the user name for which information

is retrieved.
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2.5.8.3.2 NetUserInfol Data Structure

The NetUserInfol packet contains the following fields.

1 2 3
0({1(2|3|4|5|6|7|8|9|(0(1|2(3[|4|5|6|7|8|9|0|1|2|3|4|5|6[7[(8|9|0]1
Name (21 bytes)

Pad Password (16 bytes)
PasswordAge
Priv
HomeDirLow HomeDirHigh
CommentLow CommentHigh
Flags ScriptPathLow
ScriptPathHigh

Name (21 bytes): A null-terminated ASCII string that specifies the user name for which information
is retrieved.

Pad (1 byte): A pad byte. Can be set to any arbitrary value when sent, and MUST be ignored on
receipt.

Password (16 bytes): A 16-byte field filled with zeros.

PasswordAge (4 bytes): A 32-bit integer that specifies the time in seconds since the user last
changed his or her password.

Priv (2 bytes): A 16-bit, unsigned integer that specifies the user's privilege level. The possible values
are as follows.

Value Meaning

USER_PRIV_GUEST | Guest privilege
0

USER_PRIV_USER User privilege
1

USER_PRV_ADMIN Administrator privilege
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Value Meaning

HomeDirLow (2 bytes): A pointer to a null-terminated ASCII string that contains the path name of
the user's home directory. Before using this value, the Remote Administration Protocol client
MUST subtract the Converter field specified in section 2.5.2 from the HomeDirLow value, and then
use that result as the offset within the response.

HomeDirHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be ignored
on receipt.

CommentLow (2 bytes): MUST be a pointer to a null-terminated ASCII string that specifies the
comment. Before using this value, the Remote Administration Protocol client MUST subtract the
Converter field specified in section 2.5.2 from the CommentLow value, and then use that result as
the offset within the response.

CommentHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

Flags (2 bytes): The possible bits for user account types are as follows.

Value Meaning

UF_TEMP_DUPLICATE_ACCOUNT This is an account for users whose primary account is in another

0x0100 domain. This account provides user access to this domain, but not
to any domain that trusts this domain. Also known as a local user
account.

UF_NORMAL_ACCOUNT This is a default account type that represents a typical user.

0x0200

UF_INTERDOMAIN_TRUST_ACCOUNT | This is a permit to trust account for a system domain that trusts

0x0800 other domains.

UF_WORKSTATION_TRUST_ACCOUNT | This is a computer account for a computer that is a member of this

0x1000 domain.

UF_SERVER_TRUST_ACCOUNT This is a computer account for a system backup domain controller

0x2000 that is a member of this domain.

UF_MACHINE_ACCOUNT_MASK Machine account mask.

0x3800

UF_ACCOUNT_TYPE_MASK Account type mask.

0x380A

ScriptPathLow (2 bytes): A pointer to a null-terminated ASCII string that specifies the path for
user's logon script.

ScriptPathHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

2.5.8.3.3 NetUserInfo2 Data Structure

The NetUserInfo2 packet contains the following fields.
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0(1|2|3(4|5|6(7|8|9|0(1|2|3(4|5|6|7|8|9(0(1]|2|3(4|5|6|7|8|9|0(1

Name (21 bytes)

Pad Password (16 bytes)
PasswordAge
Priv
HomeDirLow HomeDirHigh
CommentLow CommentHigh
Flags ScriptPathLow
ScriptPathHigh AuthFlags

FullNamelLow

FullNameHigh UsrCommentLow
UsrCommentHigh pParmsLow

pParmsHigh WorkStationsLow
WorkStationsHigh LastLogon
LastLogOff

AcctExpires

MaxStorage

UnitsPerWeek

LogonHoursLow LogonHoursHigh
BadPwCount NumLogons
LogonServerLow LogonServerHigh
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CountryCode CodePage

Name (21 bytes): A null-terminated ASCII string that specifies the user name for which information
is retrieved.

Pad (1 byte): A pad byte. Can be set to any arbitrary value when sent, and MUST be ignored on
receipt.

Password (16 bytes): A 16-byte field filled with zeros.

PasswordAge (4 bytes): A 32-bit integer that specifies the time in seconds since the user last
changed his or her password.

Priv (2 bytes): A 16-bit, unsigned integer that specifies the user's privilege level. The possible values
are as follows.

Value Meaning

USER_PRIV_GUEST | Guest privilege.
0

USER_PRIV_USER User privilege.
1

USER_PRV_ADMIN | Administrator privilege.
2

HomeDirLow (2 bytes): A pointer to a null-terminated ASCII string that contains the path name of
the user's home directory. Before using this value, the Remote Administration Protocol client
MUST subtract the Converter field specified in section 2.5.2 from the HomeDirLow value, and
then use that result as the offset within the response.

HomeDirHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be ignored
on receipt.

CommentLow (2 bytes): MUST be a pointer to a null-terminated ASCII string that specifies the
comment. Before using this value, the Remote Administration Protocol client MUST subtract the
Converter field specified in section 2.5.2 from the CommentLow value, and then use that result
as the offset within the response.

CommentHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

Flags (2 bytes): Possible values for user account types are as follows.

Value Meaning

UF_TEMP_DUPLICATE_ACCOUNT This is an account for users whose primary account is in another

0x0100 domain. This account provides user access to this domain, but not
to any domain that trusts this domain. Also known as a local user
account.

UF_NORMAL_ACCOUNT This is a default account type that represents a typical user.

0x0200

UF_INTERDOMAIN_TRUST_ACCOUNT | This is a permit to trust account for a system domain that trusts

0x0800 other domains.
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Value Meaning

UF_WORKSTATION_TRUST_ACCOUNT | This is a computer account for a computer that is a member of this
0x1000 domain.

UF_SERVER_TRUST_ACCOUNT This is a computer account for a system backup domain controller
0x2000 that is a member of this domain.

UF_MACHINE_ACCOUNT_MASK Machine account mask

0x3800

UF_ACCOUNT_TYPE_MASK Account type mask

0x380A

ScriptPathLow (2 bytes): A pointer to a null-terminated ASCII string that specifies the path for
user's logon script.

ScriptPathHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

AuthFlags (4 bytes): A 32-bit, unsigned integer that specifies the account operator privileges. The
possible values are as follows.<46>

Value Meaning

AF_OP_PRINT Print operator.

0

AF_OP_COMM Communications operator.
1

AF_OP_SERVER Server operator.

2

AF_OP_ACCOUNTS | Accounts operator.

3

FullNameLow (2 bytes): MUST be a pointer to a null-terminated ASCII string that specifies the full
name of the user. Before using this value, the Remote Administration Protocol client MUST
subtract the Converter field specified in section 2.5.2 from the FullNameLow value, and then
use that result as the offset within the response.

FullNameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

UsrCommentLow (2 bytes): Before using this value, the Remote Administration Protocol client
MUST subtract the Converter field specified in section 2.5.2 from the UserCommentLow value,
and then use that result as the offset within the response.

UsrCommentHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

pParmsLow (2 bytes): A pointer to a null-terminated ASCII string that is set aside for use by
applications. Before using this value, the Remote Administration Protocol client MUST subtract the
Converter field specified in section 2.5.2 from the ParmsLow value, and then use that result as
the offset within the response.

pParmsHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be ignored
on receipt.
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WorkStationsLow (2 bytes): A pointer to a null-terminated ASCII string that contains the names of
workstations the user can log on from. There can be up to eight workstations, with the names
separated by commas. A null string indicates there are no restrictions.

WorkStationsHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

LastLogon (4 bytes): A 32-bit unsigned integer that specifies the time when the user last logged on.
This value is stored as the number of seconds since midnight January 1, 1970, Coordinated
Universal Time (UTC).

LastLogOff (4 bytes): A 32-bit unsigned integer that specifies the time when the user last logged
off. This value is stored as the number of seconds since midnight January 1, 1970, Coordinated
Universal Time (UTC). A value of 0 means the last logoff time is unknown.

AcctExpires (4 bytes): A 32-bit unsigned integer that specifies the time when the user account
expires. This value is stored as the number of seconds since midnight January 1, 1970,
Coordinated Universal Time (UTC). A value of OxFFFFFFFF indicates that the user account never
expires.

MaxStorage (4 bytes): A 32-bit unsigned integer that specifies the maximum amount of disk space
the user can occupy. A value of Oxffffffff indicates there are no restrictions.

UnitsPerWeek (2 bytes): A 16-bit unsigned integer that specifies the equal humber of time units
into which a week is divided. This value MUST be set to 168.

LogonHoursLow (2 bytes): A pointer to a 21-byte array where each bit specifies the time during
which the user can log on. Each bit represents one unique hour in a week. The first bit (bit 0, word
0) is Sunday, 0:00 to 0:59; the second bit (bit 1, word 0) is Sunday, 1:00 to 1:59; and so on. All
bits set to 0 indicate there are no restrictions.

Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field specified in section 2.5.2 from the LogonHours value, and then use that result as the offset
within the response.

LogonHoursHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

BadPwCount (2 bytes): A 16-bit unsigned integer that specifies the number of incorrect passwords
entered since the last successful logon.

NumLogons (2 bytes): A 16-bit signed integer that specifies the number of times this user has
logged on. A value of -1 means the number of logons is unknown.

LogonServerLow (2 bytes): A pointer to a null-terminated ASCII string that contains the name of
the server to which logon requests are sent. A null string that indicates logon requests MUST be
sent to the domain controller. Before using this value, the Remote Administration Protocol client
MUST subtract the Converter field specified in section 2.5.2 from the LogonServer value, and
then use that result as the offset within the response.

LogonServerHigh (2 bytes): Unused. Can be set to any arbitrary value when sent, and MUST be
ignored on receipt.

CountryCode (2 bytes): A 16-bit unsigned integer that specifies the country code for the user's
language of choice.

CodePage (2 bytes): A 16-bit unsigned integer that specifies the code page for the user's language
of choice.

2.5.8.3.4 NetUserInfol0 Data Structure
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The NetUserInfol0 packet contains the following fields.

=
N
w

0(1|2|3(4|5|6|(7|8|9|0(1|2|3(4|5|6(|7|8|9(0(1|2|3(4|5|6|7|8|9|0(1

Name (21 bytes)

Pad CommentLow
CommentHigh UsrCommentLow
UsrCommentHigh FullNameLow

FullNameHigh

Name (21 bytes): A null-terminated ASCII string that specifies the user name for which information
is retrieved.

Pad (1 byte): A pad byte. Can be set to any arbitrary value when sent and MUST be ignored on
receipt.

CommentLow (2 bytes): A pointer to a null-terminated ASCII string that specifies the comment.
Before using this value, the Remote Administration Protocol client MUST subtract the Converter
field specified in section 2.5.2 from the CommentLow value, and then use that result as the
offset within the response.

CommentHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST be
ignored on receipt.

UsrCommentLow (2 bytes): Before using this value, the Remote Administration Protocol client
MUST subtract the Converter field specified in section 2.5.2 from the UserCommentLow value,
and then use that result as the offset within the response.

UsrCommentHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST be
ignored on receipt.

FullNameLow (2 bytes): A pointer to a null-terminated ASCII string that specifies the full name of
the user. Before using this value, the Remote Administration Protocol client MUST subtract the
Converter field specified in section 2.5.2 from the FullNameLow value, and then use that result
as the offset within the response.

FullNameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST be ignored
on receipt.

2.5.8.3.5 NetUserInfoll Data Structure

The NetUserInfoll packet contains the following fields.

—
N
w

0(1|2|3(4|5|6|7|8|9|0|1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6[|7|8|9|0(1

Name (21 bytes)
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Pad CommentLow
CommentHigh UserCommentLow
UserCommentHigh FullNameLow
FullNameHigh Priv
AuthFlags
PasswordAge
HomeDirLow HomeDirHigh
ParmsLow ParmsHigh
LastLogon
LastLogoff
BadPWCount NumLogons
LogonServerLow LogonServerHigh
CountryCode WorkstationsLow
WorkstationsHigh MaxStorage
UnitsPerWeek
LogonHoursLow LogonHoursHigh
CodePage

Name (21 bytes): A null-terminated ASCII string that specifies the user name for which information
is retrieved.

Pad (1 byte): Aligns the next data structure element to a word boundary. SHOULD be set to zero
when sent and MUST be ignored on receipt.

CommentLow (2 bytes): MUST be a pointer to a null-terminated ASCII string that specifies the
comment. Before using this value, the Remote Administration Protocol client MUST subtract the
Converter field specified in section 2.5.2 from the CommentLow value, and then use that result
as the offset within the response.

CommentHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST be
ignored on receipt.
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UserCommentLow (2 bytes): Before using this value, the Remote Administration Protocol client
MUST subtract the Converter field specified in section 2.5.2 from the UserCommentLow value,
and then use that result as the offset within the response.

UserCommentHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST be
ignored on receipt.

FullNameLow (2 bytes): MUST be a pointer to a null-terminated ASCII string that specifies the full
name of the user. Before using this value, the Remote Administration Protocol client MUST
subtract the Converter field specified in section 2.5.2 from the FullNameLow value, and then
use that result as the offset within the response.

FullNameHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST be ignored
on receipt.

Priv (2 bytes): A 16-bit, unsigned integer that specifies the user's privilege level. The possible values
are as follows.

Value Meaning

USER_PRIV_GUEST | Guest privilege
0

USER_PRIV_USER User privilege
1

USER_PRV_ADMIN Administrator privilege
2

AuthFlags (4 bytes): A 32-bit, unsigned integer that specifies the account operator privileges. The
possible values are as follows. <47>

Value Meaning

AF_OP_PRINT Print operator

0

AF_OP_COMM Communications operator
1

AF_OP_SERVER Server operator

2

AF_OP_ACCOUNTS | Accounts operator

3

PasswordAge (4 bytes): A 32-bit integer that specifies the time, in seconds, since the user last
changed his or her password.

HomeDirLow (2 bytes): A pointer to a null-terminated ASCII string that contains the path name of
the user's home directory. Before using this value, the Remote Administration Protocol client
MUST subtract the Converter field specified in section 2.5.2 from the HomeDirLow value, and
then use that result as the offset within the response.

HomeDirHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST be ignored
on receipt.

ParmsLow (2 bytes): A pointer to a null-terminated ASCII string that is set aside for use by
applications. Before using this value, the Remote Administration Protocol client MUST subtract the
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Converter field specified in section 2.5.2 from the ParmsLow value, and then use that result as
the offset within the response.

ParmsHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST be ignored on
receipt.

LastLogon (4 bytes): A 32-bit unsigned integer that specifies the time when the user last logged on.
This value is stored as the number of seconds since midnight January 1, 1970, Coordinated
Universal Time (UTC).

LastLogoff (4 bytes): A 32-bit unsigned integer that specifies the time when the user last logged off.
This value is stored as the number of seconds since midnight January 1, 1970, Coordinated
Universal Time (UTC). A value of 0 means the last logoff time is unknown.

BadPWCount (2 bytes): A 16-bit unsigned integer that specifies the number of incorrect passwords
entered since the last successful logon.

NumLogons (2 bytes): A 16-bit signed integer that specifies the humber of times the user has
logged on. A value of -1 means the number of logons is unknown.

LogonServerLow (2 bytes): A pointer to a null-terminated ASCII string that contains the name of
the server to which logon requests are sent. A null string indicates that logon requests MUST be
sent to the domain controller. Before using this value, the Remote Administration Protocol client
MUST subtract the Converter field specified in section 2.5.2 from the LogonServer value, and
then use that result as the offset within the response.

LogonServerHigh (2 bytes): Unused. Can be set to any arbitrary value when sent and MUST be
ignored on receipt.

CountryCode (2 bytes): A 16-bit unsigned integer that specifies the country code for the user's
language of choice.

WorkstationsLow (2 bytes): A pointer to a null-terminated ASCII string that contains the names of
workstations the user can log on from. There can be up to eight workstations, with the names
separated by commas. A null string indicates there are no restrictions. Before usi